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ARTICLE INFO ABSTRACT

Keywords: The vulnerability of road network for dangerous goods transportation (RNDGT) under cascading failure
Road network for dangerous goods considering intentional attack is analyzed. We introduce the time characteristics of load distribution and node
transportation

recovery ability into previous cascading failure model, subdivide the state of failed node into normal state,
partial failure state and complete failure state. Six traffic load distribution strategies including Average Distri-
bution (AD), Betweenness Distribution (BD), Capacity Distribution (CD), Degree Distribution (DD), Tightness
Distribution (TD) and Surplus Load Distribution (SLD) are selected to study the load re-distribution of failed
nodes. In addition, three kinds of intentional node attack strategies including Degree Attack (DA), Betweenness
Attack (BA) and Tightness Attack (TA) are selected to study the impact on the vulnerability. By referring the
application of cellular automata applied in epidemic spreading field, we establish a new cascading failure model
of RNDGT. The improved maximum connectivity and node failure rate based on node degree are applied to
analyze the vulnerability. A case study is conducted by using the RNDGT of Dalian as the background. The
previous Motter-Lai model (M-L) is applied as the comparison approach. TA strategy has the least impact on

Vulnerability analysis
Cascading failure
Cellular Automata
Node recovery ability
Intentional attack

increasing network vulnerability, SLD strategy is the best to reduce network vulnerability.

1. Introduction

With the continuous expansion of energy and chemical industry
scale, the demand of dangerous goods continues increasing. Dangerous
goods have some special characteristics, such as strong destructiveness
and wide diffusion range, which are easy to cause secondary hazards. In
addition, the production places and demand places of dangerous goods
are generally distributed in different regions, the transportation process
of dangerous goods is indispensable and road transportation is the main
mode of dangerous goods transportation [36]. For example, in China,
more than 60% of dangerous goods are transported by road. However,
with the dangerous goods transportation volume increasing, the acci-
dents of dangerous goods road transportation are also increasing year by
year, e.g., from 2012 to 2016, there were 177, 387, 394, 406 and 496
road transport accidents of dangerous goods in China during each year,
with 91, 194, 208, 217 and 280 deaths, respectively [28]. Once the road
dangerous goods transportation accident occurs, it will not only bring
great pressure to the relevant production management departments, but

also cause adverse social impact. In recent years, the safety trans-
portation of dangerous goods has become a common concern of the
whole society.

Some previous works have been devoted to the road dangerous goods
transportation related researches, e.g., Purdy [43] analyzed and
compared the risk of the transportation of dangerous goods by road and
rail, the results indicated that the safe routing of materials with large
hazard ranges may be more easily achieved by road; From the technical
and administrative factors perspective, Andersson [4] investigated and
compared the dangerous goods transportation safety by rail and by road,
as well as the safety by sea transport and by land transport; By using
coupling coordination degree approach, Huang et al. [28] evaluated the
risk in the road dangerous goods transport system; Conca et al. [12]
analyzed the interactions between accidents frequency and road traffic
flow, and established a model to solve the minimum cost routing
problem for a road carrier considering the risk related to dangerous
goods; Based on a dynamic model of conditional value-at-risk (CVaR)
measure, Faghih-Roohi et al. [19] analyzed the risk assessment and
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mitigation of hazardous material transportation in supply chain net-
works; Benekos and Diamantidis [8] discussed and compared qualita-
tive, semi-quantitative and quantitative approaches that applied in risk
assessment of dangerous goods transportation through road tunnels in
Greece; Based on risk analysis, Lundin and Antonsson [36] established a
comprehensive and flexible approach for categorizing road tunnels ac-
cording to regulations regarding transportation of dangerous goods
(ADR); Beczkowska [7] proposed an optimal route selection model of
road dangerous goods transportation from the perspective of risk and
losses minimization, and designed a Breadth First Search algorithm
(BFS) to optimize the route; Niu and Ukkusuri [42] investigated the
relationship between exposure factors and driving risk of commercial
dangerous goods truck, a Weibull distribution based approach was
proposed to evaluate the risk of specific transportation environment, e.
g., specific transportation route; For a time-dependent urban road
network with hazardous materials transportation, Chiou [10] proposed
a resilience-based signal control approach to manage maximum risk
over links; Zhang et al. [59] proposed a gravity-based model considering
both network topology and risk characteristics to evaluate the vulner-
ability of a hazmat road transportation network.

As the conclusions, we can find that most of the previous works are
related to risk evaluation, risk control, optimal route selection and
vulnerability evaluation of dangerous goods transportation by road. Few
works have been devoted to analyzing vulnerability of road network for
dangerous goods transportation (RNDGT) under cascading failure
considering intentional attack. Usually, vulnerability is defined as a
weak link that may cause damage in the network/system. Vulnerability
analysis refers to the process of finding out the weak points in the
network/system, which is an important part of risk evaluation of the
network/system. RNDGT is an important carrier of dangerous goods
transportation process, and its stability and reliability are the prereq-
uisite to ensure the safety of dangerous goods transportation. Some
unpredictable internal or external factors will lead to the damage of
dangerous goods transportation function, which will increase the
vulnerability of dangerous goods road transportation network. In the
RNDGT, the capacity of node is limited. Once traffic accident or terrorist
attack occurred in the node, the load originally existing on the failed
node will be distributed to other nodes or paths, and the load of each
node will change accordingly due to the strong relevance of the network.
However, the limited capacity of each node limits its load sharing
ability, when the loads of these nodes exceed their own load capacity,
the overload nodes will also fail, and then enter a new round of load
distribution and node failure, circularly [6,22]. When the proportion of
failed nodes in the network increases gradually, the failures spread
through the network through coupling and linking, and finally leads to
the collapse of the whole network [17,66], such dynamical phenomena
in complex networks is the cascading failures [60,67]. The importance
degree of different nodes in the network varies greatly, the failure of
some nodes with high importance degree will affect the vulnerability of
the whole network [1,2].

From safety management and operation of network/node perspec-
tive, how to evaluate the mutual influence of load redistribution among
nodes when different nodes (or combination of nodes) fail, then explore
the different impacts of different nodes on network vulnerability and
finally effectively identify the vulnerable nodes of the network under
different node attack strategies, are the main issues to ensure the safety
and reliability of the RNDGT. Moreover, from emergency rescue
perspective, providing better defense resources for key nodes and
selecting more appropriate traffic load distribution strategies can reduce
the damage of network cascading failure, to improve the survivability of
network in sudden situation, and reduce the vulnerability of RNDGT. In
this paper, we use Cellular Automata to analyze the vulnerability of
RNDGT under cascading failure considering intentional attack, the
failure transmission and the scale of failed nodes are also analyzed. The
impacts of different intentional node attack strategies and different
traffic load distribution strategies on vulnerability are discussed. We
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hope our works can provide some practical guidance for managers,
planners and first responders.

The remainder of this paper is organized as follows. Section 2 is
devoted to the literature review of vulnerability of network, and the
Cellular Automata related works. Section 3 is devoted to the establish-
ment of RNDGT and vulnerability analysis indicators. In Section 4, the
intentional node attack strategies and traffic load distribution strategies
in RNDGT are introduced. In Section 5, we introduce the vulnerability
analysis processes of RNDGT under cascading failure based on Cellular
Automata. Section 6 is devoted to the case study by using the RNDGT of
Dalian, China as the background. In Section 7, the major conclusions and
an outline of future research tasks are presented.

2. Literature review

This section is devoted to the literature review of vulnerability of
network, and the literature review of Cellular Automata. The advantages
and limitations will be discussed, the contributions of this paper will also
be presented.

(i) The literature review of vulnerability of network

Vulnerability is a potential weak link in the system that may be
attacked or used to cause damage to the system, which describes the
characteristics of objects that are vulnerable to be attacked or damaged
[37]. Initially, vulnerability is defined as the degree of disaster impact
caused by unexpected events in the system [51]. In terms of traffic
network analysis, the vulnerability is variously defined from different
research perspectives and measurement indicators, e.g., Berdica [9]
firstly gave the definition of road network vulnerability, which refers to
the sensitive coefficient of sharp decline of road network service level
caused by abnormal events, the sensitive coefficient is related to load
capacity, transfer performance, travel time and other factors; D’Este and
Taylor [14] considered that the road traffic network vulnerability
focused more on the severity of the event consequences, the connectivity
vulnerability between two nodes and the reachable vulnerability of a
single node are defined, respectively; Husdal [29] thought that the
vulnerability of road network belongs to risk, it is a certain characteristic
that the road traffic network is not able to operate normally when some
unexpected situations happened, which is related to the occurrence
probability of external conditions or threats, and mainly emphasizes the
consequences of road network vulnerability; Erath et al. [18] thought
that the vulnerability of road network is the product of failure proba-
bility and failure consequence; Jenelius and Mattsson [31] defined the
vulnerability of road network as the risk of social damage and degra-
dation of transportation system, and considered that vulnerability is
mainly related to the occurrence probability and the consequences of
dangerous events in specific locations. There are two kinds of the
research approaches on the vulnerability of transportation network,
including static ergodic failure method and dynamic load distribution
method [37]. Next, we introduce the two analysis approaches.

Static ergodic failure method, which selects a node or edge to be
attacked (intentional attack or random attack) randomly each time, the
static traffic load distribution results or network topology state are used
to evaluate the impact of node or edge failure on the service capacity of
the whole traffic network, so as to identify the vulnerable nodes or
edges. For example, Scott et al. [45] considered the flow, capacity and
topological structure of the road network, the travel time is used to
identify the key links of the road network; Based on OD distribution
matrix of road network, Jenelius et al. [30] used the difference of total
travel cost after network edge failure to evaluate the impact of side
failure on road network vulnerability; Ye [58] adopted the node degree,
average path length, clustering coefficient etc. to study the vulnerability
of rail transit stations under deliberate attack, and the key stations are
identified by the global efficiency index of the network; Dong et al. [[15]
a] considered the betweenness and traffic flow in the road network,
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defined the importance of nodes and edges to identify the vulnerable
sources of road network, and used the index of minimum cut degree
vector to analyze the vulnerability of topological structure of urban road
network; Based on the increase in generalized travel cost when links are
closed, Jenelius et al. [30] derived link importance indices and site
exposure indices, and applied these indices to evaluate the reliability
and vulnerability of road network of northern Sweden; From the
perspective of the delays imposed to disrupted airline passengers,
Augusto et al. [5] analyzed the vulnerability of the European air trans-
port network to major airport closures; Zhang et al. [[61]b] established a
novel vulnerability assessment and visualization framework from a
route service disruption perspective.

Dynamic load distribution method, which firstly selects nodes or
edges randomly to fail, then dynamically redistributes the traffic load of
the failure node or edge, and finally evaluates the impact of node or edge
failure on the vulnerability of the whole traffic network. Under
combining the cascading failure model, the dynamic load distribution
method generally introduces time parameter into the static road traffic
network model to describe the dynamic change process of network to-
pology and other attributes [37]. For example, based on the user balance
allocation model, Lei and Ba [34] constructed a cascading failure model
for actual traffic networks, the index of Motter-Lai model (M-L) was used
to evaluate the effectiveness of the global network or sub-network, and
to measure the vulnerability of the road section in the network; Based on
the connectivity loss of topological structure of water distribution net-
works, Shuang et al. [46] evaluated the nodal vulnerability under
cascading failures with intentional attack; Zheng [64] comprehensively
considered the changes of road network vulnerability and congestion
degree in the cascading failure process caused by road congestion fail-
ure, and introduced congestion factor to evaluate road network
vulnerability and congestion degree; Based on the user equilibrium
assignment model and congestion propagation effect of road network,
Dong et al. [[16]b] proposed a vulnerability assessment model consid-
ering the user travel time cost, energy and environmental cost, and used
the failure consequences of road network units in road network to
measure the vulnerability; Sun et al. [48] evaluated the key stations by
considering node degree, betweenness and strength. Based on coupled
map lattices, a model considering loading and redistribution of
multi-static passenger flow was proposed to analyze the vulnerability
under cascading failures of weighted rail transit network; Zhang and
Yang [59] proposed a risk cascading propagation model to explore the
vulnerability of interdependent research and development networks;
Goodrum et al. [24] used network-based methods to reduce the design
detail required for distributed system modeling and vulnerability anal-
ysis considering cascading failures; Lee and Hu [33] proposed a frame-
work to model the smart grid as interdependent complex networks,
investigated and compared the topology vulnerabilities under load
redistribution attack and sequential attack according to the node
importance; Hu and Fan [26] converted the complex grid into its dual
graph, then ranked the vulnerability of transmission lines by using the
M-Burt method, and devised a mitigation strategy against cascades
considering the vulnerable transmission lines; Based on the thermal
inertia-based cascades model combining an N-K contingency sampling
algorithm, Yang et al. [57] analyzed the power system vulnerability in
terms of its variable operation state and different generation uncertainty
levels under cascades propagation.

As the conclusions, we can find that the previous researches on the
vulnerability of transportation network mainly involve the definition of
vulnerability, the construction of vulnerability evaluation index, and the
identification of key nodes or sections. Although there are many defi-
nitions of network vulnerability, its core idea can be summarized as the
consequence of network unit failure and the failure probability of
network unit. In general, the failure probability is more difficult to
quantify accurately than the failure consequence. The purpose of
network vulnerability analysis is to identify the vulnerable links in the
network, that is, to identify the sections or nodes that have significant
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(i) The literature review of Cellular Automata

Cellular Automata (CA) model belongs to a kind of grid dynamic
model with discrete space-time, discrete state, local change in time and
spatial interaction, which can simulate the spatiotemporal evolution
process of complex systems. Each independent cell element is finite and
distributed discretely, starting from the local and evolving with certain
rules. The CA is composed of a series of rules with cellular space, state
set, cellular neighborhood and state transition rules, and without fixed
physical equations or mathematical equations, any model that satisfies
these rules can be regarded as CA model, therefore, CA is the general
name of a kind of model or a method framework [3,55]. Nowadays, a lot
of CA models have been developed and applied in many fields. Next, we
conclude these works that applied in traffic and transportation field and
in epidemic spreading field.

In traffic and transportation field. The classical traffic flow models
based on CA include Rule 184, NS model, TT model and KKW model.
Rule 184 was firstly proposed by Wolfram [54], which is the simplest
and most basic CA traffic flow model. In Rule 184, the road is separated
into several equidistant grids, where 0 indicates that the cell is empty,
and 1 indicates that the cell is occupied by vehicles, the state transition
rule describes the phase transition of free flow and congestion flow.
Based on Rule 184, the NS model was proposed by Nagel and Schreck-
enberg [41], which considered stochastic slowing down rules, the dif-
ferences of driver’s behavior and the maximum speed, and described the
actual traffic phenomena such as ghost traffic jam, time travel and stop
wave etc. Based on NS model with single lane traffic flow, Xu et al. [56]
studied the influence of relative motion between vehicles and deceler-
ation probability on traffic state, the results show that in the process of
vehicle movement, with the increase of vehicle density, its evolution is
fluctuating. In addition, based on NS model, Ge et al. [23] introduced
the variable safety distance to analyze the mixed traffic flow, the results
show that the implementation of fast and slow traffic diversion can
effectively expand the traffic flow and reduce the generation of
congestion. Within a tolerance comparable with a single jam spacing,
Daganzo [13] proved that the vehicle trajectories predicted by a simple
linear car-following model, the kinematic wave model with a triangular
fundamental diagram, and two cellular automata models CA (car-fol-
lowing model) and CA (kinematic wave model) match everywhere. TT
model was firstly proposed by Takayasu and Takayasu [49], which
improved NS model by considering density of vehicles, revealed the
phase conversion between the blocking phase and the non-blocking
phase. The random disturbance factors were introduced in TT model,
the power spectrum 1/f in the interference phase and the white noise in
the non-interference phase were observed. Kerner et al. [32] firstly
proposed three-phase traffic theory and introduced the CA into micro-
scopic traffic flow model, and developed the KKW model. Based on the
interaction between vehicles in car following theory, the evolution rules
of certainty and randomness are formulated, and the adjustment
mechanism such as random acceleration and deceleration of vehicles is
realized by synchronous distance. After that, a lot of works have been
devoted to traffic related researches, here we list some of the latest
works, e.g., Meng and Weng [38] develop an improved cellular
automata (ICA) model for simulating heterogeneous traffic in work
zone; Tian et al. [50] applied cellular automaton to simulate spatio-
temporal patterns, phase transitions and concave growth pattern of os-
cillations in traffic flow; Ruan et al. [44] used an improved cellular
automaton with axis information to simulate microscopic traffic; Hua
et al. [27] applied cellular automata to study how the arrangement of
three-dimensional facilities on a road affects driving behavior; Zhao
et al. [62] used cellular automata to urban road traffic characteristics
considering Internet of Vehicles and emergency vehicles; Zeng et al. [63]
proposed a new average speed feedback strategy based on real-time
information, and uses it to improve the modified comfortable driving
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cellular automaton model.

In epidemic spreading field. Considering the difference of cellular
states, cellular automata of infectious diseases can be classified into
three types including SIS, SIR and SEIRS. Combined with Graph Theory,
Fresnadillo et al. [20] established a SIS epidemic model based on
cellular automata. The state of each cell in the model represents the
percentage of susceptible and infected individuals in a specific time step,
and the local transfer function is used to control these evolution pro-
cesses. They found that if no control measures are taken, the overall
density of the exposed and infected individuals changes near the positive
equilibrium point. When the infected individuals are partially isolated,
the virus die out at a relatively slow speed. When the infected in-
dividuals are completely isolated, the virus is extinct soon. After that,
they considered the rectangular and hexagonal cells, as well as the three
kinds of cellular neighborhoods including von Neumann, Moore and
hexagonal Moore, compared the degree of virus infection in different
neighborhood [21]; Wang and Jiang [52] proposed a new SIS propa-
gation model considering the influence of propagation delay on the
dynamic behavior of virus propagation in complex networks; Consid-
ering the interaction and feedback of node dynamics and network dy-
namics, Song et al. [47] proposed a virus propagation model in adaptive
network based on cellular automata by constructing SIS propagation
rules and reconnection rules. White et al. [53] proposed SIR virus
infection model based on two-dimensional cellular automata. The birth
rate and immigration rate are not considered in the model, that is, the
total number of people remains unchanged. The connection factor,
mobility factor and virulence factor of the virus are defined. They found
that the spread degree of virus is related to the neighborhood type of
cell. The larger the connection factor is, the faster the spread speed of
virus is. The uniform distribution of population is also related to the
spread degree of virus. Vaccination can effectively control the trans-
mission speed of virus and reduce the number of infected people. Liu and
Jin [35] considered the five states including health, exposure, infection,
immunity and death in the process of disease transmission, and estab-
lished the SEIRS model based on binary cellular automata. The effects of
five parameters including exposure rate, infection rate, infection and
immunity, immunity and health, infection and death on exposure den-
sity and infection density were analyzed. The characteristics of virus
transmission and evolution were analyzed under the conditions of
exposure and infection with isolation measures and without isolation
measures, respectively. They found that, in the case of non-isolation, the
virus continues to exist, while in the case of isolation, the virus de-
creases. When the immunity constant is lower than a certain threshold,
the density sequence of exposure and infection fluctuates near the pos-
itive equilibrium point.

As the conclusions, we can find that the researches and applications
of cellular automata have been devoted to various fields. In traffic field,
the works focus on the simulation of microscopic traffic flow, which
fully considered the acceleration and deceleration process of vehicles
and the safe braking distance, and simulated the running state of vehi-
cles in single lane and multi lanes situations. In the non-traffic field, the
works focuses on the application from the macro-level, e.g., in the field
of complex network, the works emphasized the impact when cell was
attacked on the performance of the network.

(i) The limitations of previous works and the contributions in
this paper

The previous works have the following limitations: (i) For the pre-
vious researches of network vulnerability, from the consequences of
road network unit failure or the failure probability of road network unit
perspective, most works considered the static/dynamic load flow char-
acteristics of road traffic network and conducted qualitative and quan-
titative analysis on vulnerability of road network (e.g., [45,37]). Few
works have been devoted to the vulnerability analysis of RNDGT under
cascading failure considering intentional attack. (ii) For the previous
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researches of cascading failure, most of works assume that there are
three kinds of node states in the network including normal state,
pending state and failure state [39,11]. The nodes in the failure state are
completely blocked without recovery ability in the simulation time.
However, in the real road dangerous goods transport network, over-
loaded node does not necessarily lead to complete node failure, traffic
congestion only reduces the operational efficiency of nodes to a certain
extent. Therefore, the node state and node recovery capacity under
different failure degrees should be considered. (iii) Most previous works
applied random attack strategy or intentional attack strategy to study
the overall performance of the network [58,46,33]. For the road trans-
portation network, attacks based on descending node degree or node
betweenness are often used to measure the overall invulnerability and
vulnerability performance of the network [58,48,15]. As one of the
important characteristic parameters of the network, the node
compactness reflects the difficulty of the node to reach other nodes, the
attack based on compactness can also be summarized as an intentional
attack strategy. Therefore, we can explore the impact of different node
attack strategies on the overall vulnerability performance of the
network. (iv) For the previous researches of cascading failure, most
works only discuss the network performance under the average load
distribution of traffic volume [46,58]. In particular, the load assignment
schemes are based on the step size, each simulation step carries out a
complete load distribution for all affected nodes without considering the
possible difference of distribution time among different nodes. For the
RNDGT, when the cascading failure occurs, the load distribution strat-
egy is complex and diverse. Therefore, it is necessary to further explore
the impact of different load assignment strategies on the vulnerability
performance. (v) Previous CA related works in traffic and transportation
field focus on the simulation of micro traffic flow (e.g., [38,50,44]). In
other fields, CA can be used to simulate the spread of infectious disease
in different types of complex networks (e.g., [52,35]). Few works have
been applied to the research of RNDGT.

In this paper, we focus on the node failure of road network under
intentional node attack. We only study the failure consequences of road
network nodes because the occurrence probabilities of emergencies are
difficult to predict. When the nodes of the RNDGT are in abnormal state
due to intentional node attack, the failure nodes cause cascading failures
and impact the whole network, such impact degree is defined as the
vulnerability of RNDGT. In this paper, we introduce the time charac-
teristics of load distribution and node recovery ability into the previous
cascading failure models, subdivide the state of failed node into normal
state, partial failure state and complete failure state, refer the applica-
tion of cellular automata applied in epidemic spreading field, establish a
new cascading failure model of RNDGT, and explore the vulnerability of
RNDGT under different intentional node attack strategies and different
traffic load distribution strategies.

3. The establishment of RNDGT and vulnerability analysis
indicators

Transportation network belongs to a kind of complex network in real
world, which has been studied by a lot of scholars. The nodes and edges
of RNDGT are selected from the existing road network, comparing with
the existing road network, RNDGT has the following characteristics: (i)
The RNDGT is planned and designed with minimum transportation risk,
generally, the nodes and edges are far away from the areas with high
population density, such as residence community, schools, water sour-
ces, government agencies. (ii) Generally, the scale of RNDGT is smaller
than the that of existing road network in a city. (iii) The important nodes
and edges of RNDGT have high defense ability to prevent cascading
failures caused by various emergencies. (iv) When the road trans-
portation accidents occur in the RNDGT, the emergency response speed
is faster, the rescue timeliness is stronger, and the load evacuation mode
is more effective. (v) The average aggregation coefficient of RNDGT is
much lower than that of road traffic network. We assume that: (i) The
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nodes and edges of RNDGT have the same attributes and levels. (ii) The
RNDGT is an undirected graph without considering the direction of
edges. (iii) The weight of edge is the actual distance of the edge, the
RNDGT belongs to a weighted network. (iv) The intentional attack will
have impact on the node of RNDGT. We assume that the intentional
attack will have no impact on the dangerous goods themselves, there is
no derivative accidents such as explosion and combustion of dangerous
goods caused by the intentional attack. The RNDGTGcan be formulated
as:

G=(V,E,W) (€]

WhereV = {v;,i= 1, 2, 3, ---, M}is the set of nodes,Mis the total
number of nodes inG.E = {e;,i,j =1,2,3,--,M,i # j}is the set of edges.W
={wy,i,j =1,2,3,--,M,i # j}is the set of weight of edges, the distance of
each edge is the weight value. In addition, we assumeF = {f;,;i =1,2,3,--,
M}is the set of loads of nodes,C = {¢;,i = 1,2,3,---, M}is the set of ca-
pacities of nodes, tis the time that the node fails.

The commonly used analysis indicators of vulnerability include
network efficiency, average aggregation coefficient, average shortest
path, average scale of cascading failure, maximum connectivity, node
failure rate, nodal and link weights, unweighted auxiliary nodes etc.
[57,25]. Among them, maximum connectivity and node failure rate are
the most widely used indicators with simple calculation steps, which
effectively avoid the problems of inaccurate analysis result caused by
incomplete data collection of other indicators. However, in real-world
network, it is unreasonable to use the number of failed nodes to repre-
sent the number of complete failed nodes and partial failed nodes. In
order to distinguish the influence of complete failed nodes and partial
failed nodes on the network performance, the improved maximum
connectivityg(t)and node failure rate based on node degreey(t)are
developed and selected as the vulnerability analysis indicators of
RNDGT:

o fi(t) = ci(to)
vol0) —M{ZHZ[I —m]} ®

i€V, i€V,

ZieVzdiZ([)Ei(t) + Eiev;d? (1)
> ievdi(to)

WhereV;is the set of normal nodes at timet,V,is the set of partial
failed nodes at timet,Vsis the set of complete failed nodes at timet,
andV; UV, UV; = V,x; = 1.fi(t)is the load of partial failed node at
timet,c;(ty)is the initial capacity of partial failed node at initial timeto, t
> to,0;(t)is the failure coefficient of partial failed node at timet.d?(t)is
the degree of partial failed node at timet,d? (t)is the degree of complete
failed node at timet,d;(t,)is the node degree at initial timety,¢;(t)is the
failure degree of partial failed node at timet. The node degree is the
number of edges directly connected to the node.

Based on the load and capacity of each node, and the network to-
pology of RNDGT, we can establish the cascading failure model based on
cellular automata, compare the improved maximum con-
nectivitypg(t)and node failure rate based on node degreey(t)under
different traffic load distribution strategies, compare and analyze the
impacts of different settings of failure coefficientd;(t)and recovery
rates;(t)on the vulnerability, and compare and analyze the impacts of
different attack strategies on the vulnerability.

He(t) = 3

4. The node attack strategies and traffic load distribution
strategies in RNDGT

The capacity of each node in the RNDGT is limited, when the load of
the node exceeds the upper limit of its capacity, the node is in congestion
state. When a node fails, the load that should pass through the failed
node will follow the pre-set traffic load distribution strategy and evac-
uate to the connected nodes. Once these connected nodes get extra load
and exceed their capacity limit, the nodes will also fail. Therefore, the
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mismatching between node capacity and traffic load volume is the main
reason for cascading failure of RNDGT. The key factors of cascading
failure in RNDGT include node attack strategies, traffic load distribution
strategies and state transition rules, the state transition rules based on
CA will be introduced in Section 5, here we introduce the node attack
strategies and traffic load distribution strategies applied in this paper.

Node attack strategies. Random attack and intentional attack are
the main attack methods. Random attack refers to that the saboteurs do
not know all the information of the RNDGT, and attack the nodes or
edges of the network randomly under ignoring the importance of nodes
or edges. While intentional attack refers to that the saboteurs know all
the information of the RNDGT, understand the importance and spatial
position of nodes and edges, and attack the key nodes or edges in the
network deliberately. The intentional attack includes ascending attack
and descending attack based on the node degree or based on the
betweenness. In this paper, we focus on the intentional attack and
descending attack. More specifically, we select and compare the node
attack strategies of the nodes include Degree Attack (DA), Betweenness
Attack (BA) and Tightness Attack (TA), the nodes with higher node
degree, betweenness or compactness are selected to attack each time.

Traffic load distribution strategies. The transport of dangerous
goods by road is based on an Origin-Destination (OD) matrix that rep-
resents the transport demand over time. In this paper, we think the
demand of dangerous goods by road will remain unchanged in a short
time after the attack occurred, which means the transportation demand
is rigid, and the traffic flows also remain unchanged. Hence, the traffic
load distribution strategies are necessary. In this paper, we choose
Average Distribution (AD), Betweenness Distribution (BD), Capacity
Distribution (CD), Degree Distribution (DD), Tightness Distribution (TD)
and Surplus Load Distribution (SLD) to study the load re-distribution of
failed nodes.

(i) AD strategy. When the nodeifails at timet, the traffic load per-
colates to the neighbor nodes. Assume that there areN;(t)normal
neighbor nodes whenifails at timet, then the distribution ratio of

traffic loadHZ)jfrom failed nodeito normal neighbor nodejis:

M = 1/Ni(r) @

(ii) BD strategy. The betweenness reflects the importance of node in
the network. If the number of shortest paths between nodeiand
nodef i # 1isS,_;, among them, the number of shortest paths that
pass through nodejisSLi,, then the betweenness of nodejis the pro-
portion of the number of shortest paths passing through nodejto the
total number of shortest paths in the network. The greater the
betweenness, the higher the node importance. Assume that the
betweenness of neighbor nodejwhenifails at timetisB;(t), then the
distribution ratio of traffic loadIl;Jfrom failed nodeito normal
neighbor nodejis:

I, = B;(7) / ZB,(;) (5)

By(1) = Z(SL[’ /Si—»i’) (6)

T
i

(iii) CD strategy. Once the intentional attack occurred, nodes with
large capacity in the RNDGT will undertake more evacuation of
traffic load. Assume that the capacity of neighbor nodejwhenifails at
timetisc;(t), then the distribution ratio of traffic loadH?Iijrom failed
nodeito normal neighbor nodejis:
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i = ¢(1) / 260 @)
J

(iv) DD strategy. The node degree reflects the number of edges
connected to the node, so the larger the node degree, the more load it
distributes. Assume that the degree of neighbor nodejwhenifails at
timetisd;(t), then the distribution ratio of traffic loadHE{from failed
nodeito normal neighbor nodejis:

33 = () / 0 ®

(v) TD strategy. The tightness reflects the difficulty of node to reach
other nodes, which is the reciprocal of the sum of distancewjj/ (the

weight) from nodejto all other nodes in the network. The higher the
tightness is, the easier the node to reach other nodes, the load is
easier to evacuate. Assume that the tightness of neighbor nodej-
whenifails at timetisTD;(t), then the distribution ratio of traffic

loadl'IiT;jfrom failed nodeito normal neighbor nodejis:

) / 2T ®)

TD;(1) = 1 / > owy €Vii#S ©)
~

I = TD;(t

(vi) SLD strategy. In the process of node failure transfer, the larger
the surplus load of the node, the more load it can undertake. The

distribution ratio of traffic loadHéZ{)from failed nodeito normal
neighbor nodejis:

ISZ;): 5(t0) = £i(2) /Z i(t0) (10)

5. The vulnerability analysis processes of RNDGT under
cascading failure based on cellular automata

As we have mentioned in Section 2, CA has been applied in epidemic
spreading fields. We find some similarities between virus propagation
process and cascading failure of nodes in RNDGT: (i) From the node
characteristics perspective, in the epidemic spreading models based on
CA, the individual (node) has a certain immune capacity, the immune
capacity of the infected individual can defense the destruction of the
virus. Only when the infection degree of the individual is greater than
the individual immune capacity, the virus will successfully infect the
individual and continue to spread to its contacts through the infected
individual. In the RNDGT, the capacity of the node is limited, when the
load of the node is greater than its capacity limit, the node might have
failures and the load of the failed node might be further distributed to its
neighbor nodes. (ii) In the epidemic spreading models based on CA, the
infected individual’s immune function will constantly attack the virus,
so that the infected individual has a certain recovery ability. In the
RNDGT, the failed node also has a certain node recovery ability, that is,
the failure can be continuously alleviated by redistributing the load to its
neighbor nodes. Next, we introduce the vulnerability analysis processes
of RNDGT under cascading failure based on Cellular Automata. A
Cellular Automata can be formulated by:

cA= (v7 0.7, K) 1n
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WhereVshows the Cellular Space, in this paper it is the set of nodes of
RNDGT.Qis the set of cellular state, a cell only corresponds to one state
at a certain time, the states of all cells at all discrete times form the set of
cellular state. Vis the set of cell neighborhood, which represents the set
of all neighbor nodes of any cell in the RNDGT.Kis the state transition
rules. Next, we introduce these elements of CA in the RNDGT.

(i) Cellular SpaceV

In this paper the nodes of RNDGT form the cellular space. Each node
has initial load, node capacity and failure coefficient. The following
initial load function considering time is applied to formulate the initial
load of node:

a

Filt) = |dilt)Y di(to) | i #J (12)

Jjevi

WhereV;is the set of cell neighborhood of nodei,f;(t, )is the initial load
of nodeiat initial timety,d;(t,)is the node degree of nodeiat initial
timety,d;(to)is the node degree of cell neighborhood nodej.ais the
adjustable parameter of load, which controls the uniformity of initial
load distribution in the RNDGT. According to the Motter-Lai model (M-
L) [40], the node capacity in the RNDGT is proportional to the initial
load:

cito) = (1+B)fi(1,) (13)

Wherec;(t,)is the initial node capacity,f;, §; > 0Ois the tolerance co-
efficient of nodei, which shows the ability of nodeito handle additional
load.0i(t)ci(tp)in Eq.(2) shows the affordable maximum load of
nodei,d;(t), 6;(t) > 1lin Eq.(2) shows the failure coefficient.

(ii) The set of cellular stateQ

The state of a node in the RNDGT has three possible states: normal,
partial failure and complete failure. The cellular stateQ;(t)of nodeican be
formulated as:

0,ieV,
0,(t) =14 (0,1),i eV, 13)
LieVs

(iii) The set of cell neighborhoodV

We use the adjacency matrixAlto represent the relationships among
the nodeiand its neighbor nodes in setV;at timet, if the nodeiconnects
with nodej,j € V;, then we usex;..; = 1to represent the connection, and:

‘_/,' = (j}jxm,‘ € AE,xiHjZI)c,-Hj S A;,x,‘w»: 1>7i7£‘].7x,‘<_>,' = 07xj<—>j =0
a4

(iv) State transition rulesKk

The state transition rules in this paper include node state transition
rules, dynamic traffic load distribution probability rules and time pro-
cessing rules.

Node state transition rules. The stateQ;(t + At)of nodeiat timet +
Atis determined by its stateQ;(t)at timetand the state of its neighbor
nodeQj(t),j € Viin setV;at timet:

GIFICES!
filt + Ar) — ci(to)
0:(1)ci(to) — cilto)
1Q:(1)], 8:(t) =0

Qi(t+Ar) = ,8i(1) € (0,1) (15)
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8i(1) = [Qi(1) &) + [Qi(1) |6i(1) (16)

Where|Q;(t) |shows the reverse operation. | |shows the round down
operation.g;(t)is the state transition judgment function, wheng;(t) = 0,
the state of nodeiis the same at both time t + Atand timet.5;(t),5;(t) € (O,
1)is the recovery rate of nodei, which represents the recovery ability of
nodei.fi(t + At)is the load of nodeiat timet + At.0;(t)is the failure coef-
ficient of partial failed node at timet,;(t)is the failure degree of partial
failed node at timet, see Eq.(2). Based on Egs.(15) and (16), we can find
that:

When nodeiis in normal state at timet, thenQ;(t) = 0,|Q;(t)] =

1] = 1, andgi(t) = ei(0). Ii(¢ + AQ) < (o), thengi(t) = ei(t) =
At) = |Qi(t)], the node will remain normal. Ifc;(ty) < fi(t + At)

i(to), the node state will be partial failure at timet + At,g(t) =
&(t) = [fit + A — c(to)] /[0u(t)cito) — ci(to)] = Qult + 1). fi(t +

At) > 0i(t)ci(ty), thengi(t) = &(t) = 1,Qi(t + At) = |Qi(t)], the node
state will be complete failure at timet + At.

When nodeiis in partial failure state at timet, thenQ;(t) = [fi(t) —
ci(to)] /[Bi(t)ci(to) — ci(to)],[Qi(t)] = 0,[Qi(t)] =1, andgi(t) = &(t). The
rules are the same with rules when nodeiis in normal state at timet.

When nodeiis in complete failure state at timet,Q;(t) = 1,|Qi(t)] =
1,|Qi(t)| =0, andg;(t) = 5;(t).0 < g(t) =8i(t) < 1, thenO < g(t) = &i(t)
= [fit + At) — ci(to)] /0:(t)cilto) — cilto)] = Qilt + At) < 1, the node
state will be partial failure at timet + At.

Dynamic traffic load distribution probability rules. When the
load of node is greater than its capacity, the node is not completely failed
but the operation efficiency reducing. When the load of node is effec-
tively evacuated, the network will return to normal. For the node in
normal state, there is no load need to be evacuated. When the initial
nodeiis totally failed by intentional attack at timet, its load will be totally
distributed to its neighbor nodes at timet + At;, for the neighbor nodej,
j € V;, the load at timet + At;should be:

0, Qi(t
0,Qi(t
< 6i(t)c

Lt An) = f(0) + f(T 0 € {7, T T, T T TG,

a7n

Iff;(t + At) < ¢j(t + Aty), thenQ;(t + At;) = 0, the node is normal

and there is no load need to be evacuated. Ifc;(t + At;) < f;(t + Aty)

< 6;(t + At)ci(t + Aty),0 < Qi(t + Aty) < 1, the nodejis in partial fail-

ure state, we use dynamic traffic load distribution probabilityP;(t +
Aty )to formulate the congestion degree of nodejat timet + At;:

fi(1) = ¢(t) 17
0i(1)c;(to) — ¢;(to)
Wherew, w > 1is the distribution coefficient. Then, the load of
nodejwill carry at timet + Aty,t+ Aty > t+ At;is presented in Eq.(19).
Assume the set of neighbor nodes of nodejisVj, for each nodek,k € V;, the
load is presented in Eq.(20):

Pi(14An) = 1s)

fi(t+An) = Pi(t+ An)fi(t + Any) (19)
filt+ An) = fi(t+ An) + [1 = Pi(t + An)]fi(e + An)IVF, T
e {0 T Ty, Ty, Thp THG (20)

Iff;(t + Aty) > 6;(t + Aty)c;(t + At),Qi(t + Aty) = 1, the nodejis in
complete failure state. Due to the recovery rater;(t + At;)of nodejat
timet + At;, the complete failure state of nodejat timet + At,will turn
into partial failure state. Then, the load of nodejwill carry at timet +
Atyis presented in Eq.(21). Assume the set of s is\_/j, for each neighbor
nodek, k € V;of nodej, the load is presented in Eq.(22). From initial
timety, to initial node failure timet, to the first traffic load distribution
timet + At;and the second traffic load distribution timet + Atyetc., we
can find out the obvious cascading failure transmission processes.

(4 An) = ¢;(to) + [6;(to)c;(t0) — ¢ (t0)] x [1=r;(t+ A1) (21)
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filt+ An) = fult+ An) + [t + An) — f(t + An) | TVF, T

€ {I05 Ty 0y, Ty Th TG (22)
Time processing rules. In the previous cascading failure models,
when a node fails suddenly at a certain time, the traffic loads of all the
neighboring nodes should be recalculated in the next traffic load itera-
tion. In the actual practice of RNDGT, the neighbor nodes of the failed
node are not affected and redistribute the load at the same time, because
the distances between the different neighbor nodes and the failed node
are different from each other. In this paper, we assume the traffic dis-
tribution speedvis the same for all nodes. When initializing the network,
the distance between nodeiand nodejin the whole network isDj, the
shortest path between the two nodes ing.‘i" = min{Dy,i,j € V,j € V;},
= Dy /. When
the nodeifails at timet, and the traffic loads of the neighbor nodes change
at timet + At, thenAt; = min{T}™, Vj € V;}. Calculate the traffic load
and judge the state of nodejat timet+ At;: IfQ;(t + At;) = O, the
nodejremains normal, the time interval betweent + At;andt + At;should
bemin{Tp" — T, Vj, j €V, j#j}. IfQ(t+ At) #0, the load of
nodejshould be redistributed, the time interval betweent+ At,andt+
Atishould bemin{Tj" — Ty™, TR", Vj, j €Vi,j#Jj,k € V;}. Repeat the
steps until the transmission of cascading failure ends in the RNDGT.
The inputs of the simulation should be: the adjacency matrixA}, the
adjustable parameter of loada, the tolerance coefficient of nodeg;, the
failure coefficientd;(t), the recovery rates;(t), the distribution coef-
ficientw, the networkg, the set of loads of nodesF = {f;,i =1,2,3,--- M},
the set of capacities of nodesC = {¢;,i =1,2,3,---,M}. The outputs are the
improved maximum connectivityg(t)(Eq.2) and node failure rate based
on node degree;(t)(Eq.3). The detail simulation steps are presented as
follows:

then the minimum traffic load distribution time isT;}"“

Step 1: Generate RNDGT based on cellular automata, including the
set of nodesV = {v;,i =1,2,3,---,M}, the set of edgesE = {e;,i,j =1,2,
3,--,M,i # j}, the set of weight of edgesW = {wj,i,j =1,2,3,---, M.
i# ]} the adjacency matrixA}, Vi.

Step 2: Calculate the node degreed;(ty),Vi, betweenness of nodeB(ty),
Vibased on Eq.(6) and tightness nodeTD;(ty), Vibased on Eq.(9).
Step 3: Initialize the load and capacity of each node based on Eq.(12)
and Eq.(13), respectively. Initialize the set of loads of nodesF = {f;,
i=1,2,3,--,M}, the set of capacities of nodesC = {¢;,i =1,2,3, -,
M}.

Step 4: Select initial failure nodes. Assume that these nodes are
attacked intentionally, the node attack strategies of the nodes
include Degree Attack (DA), Betweenness Attack (BA) and Tightness
Attack (TA). Assume there is no recovery ability of these nodes,
remove them from the network, and update the set of normal
nodesV;, the set of partial failed nodesV,and the set of complete
failed nodesVs.

Step 5: Redistribute the traffic load. When the initial nodeiis totally
failed at timet, its load (Eq.12) will be totally distributed to its
neighbor nodes at timet + Aty for the neighbor nodej,j € V;, the load
distribution at timet + At;should follow Eq.(17).

Step 6: Update the information of the network. Update the node
stateQ;(t + At;),Vi € V. Update the adjacency matrixA;™*", Vi. Re-
cord and update the nodes in the set of normal nodesV;, the set of
partial failed nodesV,and the set of complete failed nodesVs,
respectively.

Step 7: Judge the status of each node after load redistribution, up-
date the load distribution and calculate load of each nodefj(t +
Atz)at timet + Ats. Iffl(t + Atl) < Cj(f + Al’l), thean(t + Atl) =0.
The node is normal and there is no load need to be evacuated,f;(t +
At)) = fi(t+ Aty)and turn to Step 8. Ifci(t + At) < fi(t +
Aty) < 6(t + At)cj(t + At;),0 < Qj(t + At;) < 1, the nodejis in
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partial failure state, put the node intoV,, the load redistribution
should follow Eq.(18), Eq.(19) and Eq.(20), and turn to Step 6.
Iff;(t + Aty) > 6;(t + At1)cj(t + At ),Q;(t + At;) = 1, the nodejis in
complete failure state, put the node intoVs, the load redistribution
should follow Eq.(21) and Eq.(22), and turn to Step 6.

Step 8: For each nodej, ifQ;(t + At;) = O, then the transmission
process of node cascading failure ends after the attacks occur, and
the network reaches a new equilibrium state.

Step 9: Outputeg(t)(Eq.2) andyg(t)(Eq.3), analyze the impact of
cascading failures on the vulnerability of RNDGT. The detail simu-
lation flowchart is presented in Fig. 1.

6. Case study

A case study is conducted by using the RNDGT and the transportation
volume of Dalian, China as the background. There are 154 nodes and
238 edges of Dalian’s RNDGT, and the transportation volume of each
node is collected in September 2020, the load and capacity of each node
will not present because of huge scale. Using Arc-GIS 10.2 to process the
road network map of Dalian, the processes are presented in Fig. 2, the
nodes in the network are the intersection of paths. The final network
topology of RNDGT with node number of Dalian is shown in Fig. 2.

Based on Fig. 2, we can find that the number of nodes in the RNDGT
is 154, the number of edges is 238. In addition, we can also calculate the
characteristic parameters and analyze the structure of the RNDGT.
These characteristic parameters include average node degree of network
<k >, average path length L, average clustering coefficient of
networkC, the results are: < k > = 3.0909,L = 64.4485andC = 0.1714.
< k >= 3.0909 means the average number of edges linked by each node
is about 3, L = 64.4485 means the average length of any two nodes in
the whole network is 64.4485 kms. As the comparison, we calculate the
average path lengthLgand average clustering coefficient of network Crof
a random network which has the similar size of RNDGT in Dalian, the
results are: Ly = 4.1871andCr = 0.0216. Becausel. = 64.4485>Ly =
4.1871 and C = 0.1714>Cg = 0.0216, hence, we can proof that the
RNDGT of Dalian belongs to a small-world network.

Based on the load and capacity of each node, and the network to-
pology of RNDGT in Dalian, we conduct the following works: (i) By
using the previous M-L cascading failure model [40] and the cellular
automata cascading failure model proposed in this paper, we compare
the improved maximum connectivityg(t)and node failure rate based on
node degreeus(t)under different traffic load distribution strategies
(including AD, BD, CD, DD, TD and SLD). (ii) The impacts of different
settings of failure coefficientd;(t)and recovery rates;(t)jon the
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Fig. 2. The network processing based on Arc-GIS.

vulnerability are compared and analyzed, respectively. (iii) The impacts
of different attack strategies (including DA, BA and TA) on the vulner-
ability are compared and analyzed, respectively. The optimal traffic load
distribution strategy under different attack strategies is given.

(i) The comparisons between M-L model and CA model under
different traffic load distribution strategies

For the two cascading failure models, we select nodes with number
28, 32, 76, 84 and 54 as the initial failed nodes (see Fig. 3). For all nodes,
the adjustable parameter of loada = 1, the tolerance coefficient of
nodep; = 0.1, the failure coefficienté;(t) = 1.1, the recovery rates;(t) =
0.1, the distribution coefficientw = 1. Theg(t)andy;(t)under different
traffic load distribution strategies based on M-L model is presented in
Fig. 4. Thegg(t)andug(t)under different traffic load distribution strate-
gies based on CA model is presented in Fig. 5.

From the results in Fig. 4 and Fig. 5, we can obtain the following
results: (i) For M-L model, when other parameters remain unchanged,
theg(t)decreases and tends to be stable with the increase of the number
of iterations, while they(t)increases and tends to be stable with the
increase of the number of iterations. When the number of iterations is
over 35, the vulnerability of RNDGT in Dalian remain unchanged. For
the CA model, when other parameters remain unchanged,

‘ Step 1: Generate j/, E ,j¥ and A]

h 4
‘ Step 2: Calculate d, (1,), B,(1,) and 7D, (1,)

4

’ Step 3: Initialize load and capacity of each node, /" andC
Y

l Step 4: Select initial failure nodes. Update V, , ¥, and V;
v

Step 5: Redistribute the traffic load

h 4
‘ Step 6: UpdateQ, (1 +Ar,), A", V.V, and V;

| Ife (t+AL)< £ (1+A4) <, (1+A1)c (1 +An),
"]0<Q,(+Atr,)<1,put node jinto

¥
‘ Step 7: Update load distribution, calculate f, (1 + At,)

Iff, (1+4A8)26,(1+ At )e, (1 + A1),

v
‘ Step 8: 0, (1 +Ar,) =0, cascading failure ends

‘ Iff,(1+An)<c,(1+Ar)

O, (t+At,)=1, put node jintoV;

Y
Step 9: Output @, (1) and (1)

Fig. 1. The simulation flowchart.
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thegpg (t)decreases and tends to be stable with the increase of time, while
they(t)increases and tends to be stable with the increase of time. When
the time is over 160, the vulnerability of RNDGT in Dalian remain un-
changed. The node failure transmission trends of the two models are the
same, which means the cascading failure model based on CA proposed in
this paper is practicable and effective. (ii) For the two models under
different traffic load distribution strategies, the vulnerability and the
transmission time of RNDGT in Dalian have big differences among each
other and have different fluctuations. That’s because the recovery
rates;(t)is considered into the models, the different traffic load distri-
bution strategies take into account the geographical location and
importance of the failed nodes and their neighbors in the network,
which directly affects the relative load redistribution and the trans-
mission time. (iii) For the M-L model, the number of failure iterations is
used to describe the time characteristics of cascading failures in simu-
lation, in actual practice, the number of failure iterations is not able to
used to accurately reflect the specific cascading failure time point,
hence, the results are unable to provide timely emergency rescue de-
cisions for managers. (iv) For the value of vulnerability, compare with
the M-L model, the CA based model under different traffic load distri-
bution strategies have smaller value of vulnerability. That’s because the
CA based model considers the dynamic characteristics of load among the
nodes, and M-L model ignores some important factors such as the dis-
tance among the nodes. Hence, the CA model has better feasibility and
applicability.

(ii) The impacts of different settings of failure coefficientd;(t)and
recovery rated;(t)on the vulnerability

For the CA cascading failure model, we select nodes with number 28,
32, 76, 84 and 54 as the initial failed nodes (see Fig. 3). For all nodes, the
adjustable parameter of loada = 1, the tolerance coefficient of nodeg;
0.1, the recovery rates;(t) = 0.1, the distribution coefficientw = 1. the
failure coefficient;(t)is set increasing from 1.1 to greater than or equal
to 1.9 with step 0.2. The traffic load distribution strategy is AD. The-
¢ (t)andug(t)under differentd;(t)settings based on CA model is pre-
sented in Fig. 6. For the CA cascading failure model, we select nodes
with number 28, 32, 76, 84 and 54 as the initial failed nodes. For all
nodes, the adjustable parameter of loada = 1, the tolerance coefficient
of nodep; = 0.1, the failure coefficientd;(t) = 1.1, the distribution
coefficientw = 1, the recovery rates;(t)is set increasing from 0.1 to 0.9
with step 0.2. The traffic load distribution strategy is AD. The-
g (t)andyug(t)under differents;(t)settings based on CA model is pre-
sented in Fig. 7.

From Fig. 6, we can find that: (i) With the increase of6;(t), the-
¢¢(t)increases and tends to be stable while theyu;(t)decreases and tends
to be stable. Higher6;(t)means stronger ability of the node to handle the
redundant load, thus enhancing the connectivity of the network and
reducing the node failure rate. (ii) The#;(t)reduces the vulnerability of
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the network to a certain extent, when it exceeds a certain threshold, the
cascading failure degree of nodes can be minimized, in particular,
wheng;(t) > 1.9, increasingf;(t)can no longer reduce the network
vulnerability.

According to Fig. 7, we can obtain: With the increase of5;(t), the-
@¢(t)increases and tends to be stable while theu;(t)decreases and tends
to be stable. Higherd;(t)means higher possibility of the node changes
from the complete failure state into partial failure state. That is, the
better the state of the complete failure node is, the stronger the load
evacuation ability is, which enhances the connectivity of the network
and reduces the node failure rate.

In order to reduce the network vulnerability and improve its stability
and reliability, it is necessary to identify the key nodes in the network,
and strengthen the construction and protection. Hence, based on the
RNDGT in Dalian, we use point by point attack strategy on 154 nodes in
the network to identify the key nodes. For all nodes, the adjustable
parameter of loada = 1, the tolerance coefficient of nodeg; = 0.1, the
failure coefficientd;(t) = 1.1, the recovery rates;(t) = 0.1, the distribu-
tion coefficientw = 1, the traffic load distribution strategy is AD. The-
@¢(t)andyg(t)with single failed node based on CA model is presented in
Fig. 8. In addition, we select 10 key nodes in the network and present the
related parameters, shown in Table 1.

According to the results presented in Fig. 8 and Table 1, we can
obtain the following results: (i) The node 28, 32, 76, 84, 54, 94, 87, 89,
82 and 88 are the most important nodes of the RNDGT in Dalian. (ii) The
nodes with higher node degree, betweenness and compactness do not
necessarily have a greater impact on network vulnerability. For
example, node 54, its node degree is 4, betweenness is 0.2082 and
tightness is 0.0011, when cascading failure occurs in the node, the
maximum connectivity is 0.6466, and the node failure rate is 0.3483.
However, the node 28 has smaller node degree, betweenness and
compactness, it has greater impact on network vulnerability when it
fails.

As the conclusions, we find that: (i) When other parameters remain
unchanged, the vulnerability of RNDGT decreases with the increase of
failure coefficientd;(t). When the failure coefficient6;(t)exceeds a certain
threshold, increasing the failure coefficient will no longer reduce the
network vulnerability. Therefore, when planning and designing the
RNDGT, the failure coefficientd;(t)can be appropriately increased to
reduce the cascading failure damage. (ii) When other parameters remain
unchanged, the vulnerability of RNDGT decreases with the increase of
recovery rated;(t). Hence, for the network management and protection,
we can increase the node recovery rated;(t)by increasing the node pro-
tection resources and node rescue rate to avoid cascading failure
spreading on the RNDGT. (iii) The nodes with higher node degree,
betweenness and compactness do not necessarily have a greater impact
on network vulnerability. Hence, for the management and protection of
RNDGT, we should carry out the hierarchical management according to
the impact of key nodes on network vulnerability, and focus on the
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protection of nodes with high vulnerability. In addition, for the nodes
with high vulnerability, we can reduce their vulnerability by appropri-
ately increasing their capacity when planning and designing the nodes.

(iii) The impacts of different attack strategies on the vulnerability

In order to study the vulnerability of RNDGT in Dalian under
different attack strategies, based on the CA model, the network nodes
are attacked in descending order based on DA, BA and TA strategies. For
all nodes, the adjustable parameter of loada = 1, the tolerance coeffi-
cient of nodep; = 0.1, the failure coefficient6;(t) = 1.1, the recovery
rates;(t) = 0.1, the distribution coefficientw = 1, the different traffic
load distribution strategies are compared and discussed. Assume that the
network is in a serious failure state whengg;(t) < 0.4, orus(t) > 0.6.
Firstly, we calculate the degree, betweenness and tightness of each node
of RNDGT in Dalian, and rank nodes in descending order according to
the calculation results. For each kind of attack strategy, we choose top
20 nodes as the attacked nodes: For DA strategy, the initial failed nodes
are 116, 48,143, 141,136, 133,126, 125,121,115,110, 108, 101, 100,
96, 92, 91, 89, 86 and 81 (in descending order, see Fig. 9). For BA, the
initial failed nodes are 92, 80, 54, 48, 51, 86, 98, 102, 45, 57, 52, 34,
133,116, 67, 100, 91, 117, 29 and 66 (in descending order, see Fig. 9).
For TA, the initial failed nodes are 54, 57, 48, 66, 67, 45, 80, 79, 53, 51,
92, 49,91, 56, 62, 87,47, 52, 42 and 78 (in descending order, see Fig. 9).

The results of vulnerability are presented in Fig. 10, Fig. 11 and Fig. 12,
respectively. The horizontal ordinate of Figs. 10-12 shows the number
of attacked nodes, the increase in the number of nodes follows the series
of the numbers list before (in descending order, see Fig. 9). Under such
attack combinations, we think thegg(t)under different traffic assign-
ment strategies will decrease (with deceleration) and tend to be stable
gradually, and they(t)will increase (with deceleration) and tend to be
stable generally.

After analyzing Fig. 10, we can obtain: (i) Under DA attack strategy,
with the increase of the attacked nodes, thegpg(t)under different traffic
assignment strategies decrease and tend to be stable gradually, and
theyg(t)increase and tend to be stable generally. (ii) When the number
of attacked nodes is 2, the decline rate of theg;(t)and the rising rate
ofyg(t)are particularly obvious. The vulnerability of RNDGT in Dalian is
lower under the multi-nodes cascading failures. (iii) The impacts of the 6
traffic load distribution strategies on network vulnerability are quite
different, SLD strategy is the best, followed by AD, DD strategy is the
worst. In the process of evacuating the load of failed nodes, SLD fully
considers the redundant bearing capacity of neighbor nodes. The smaller
the redundant load is, the higher the failure risk of neighbor node is, the
less evacuation traffic load it receives, which can significantly control
the impact of cascading failures on the neighbor nodes and reduce the
vulnerability of the network. (iv) For all the 6 traffic load distribution
strategies, when the number of attacked nodes is over 6,p(t) < 0.4,
oryg(t) > 0.6, the network is in a serious failure state.

After analyzing Fig. 11, we can obtain: (i) Under BA attack strategy,
with the increase of the attacked nodes, theg;(t)under different traffic
assignment strategies decrease and tend to be stable gradually, and
theyu(t)increase and tend to be stable generally. (ii) When the number
of attacked nodes is 2, the decline rate of thegg;(t)and the rising rate
ofy;(t)are particularly obvious. The vulnerability of RNDGT in Dalian is
lower under the multi-nodes cascading failures. (iii) From the perspec-
tive ofpg(t), when the number of attacked nodes is greater than 8, BD
strategy is the best, and thegg(t)under other traffic load distribution
strategies are less than 0.4. The network is in a serious failure state and
has high vulnerability. When the number of attacked nodes is less than
8, the SLD strategy is optimal, which can significantly control the impact
of cascading failures on network and reduce the vulnerability of the
network. (iv) From the perspective ofy(t), when the number of failed
nodes is small, the SLD strategy is better, followed by BD strategy. (v)

Table 1

Parameter values of 10 key nodes under single node failure.
Node ?6(t) He(t) di(t) Bi(t) TD;(t) Node »6(t) H () di(t) Bi(t) TD;(t)
28 0.4864 0.5002 3 0.0099 0.0008 94 0.6311 0.3398 3 0.0222 0.0009
32 0.5168 0.4904 3 0.0453 0.0008 87 0.6618 0.3341 3 0.0315 0.0010
76 0.5962 0.4022 3 0.0562 0.0009 89 0.6734 0.3291 4 0.0836 0.0008
84 0.6061 0.3724 3 0.0039 0.0009 82 0.6936 0.3269 3 0.0691 0.0009
54 0.6466 0.3483 4 0.2082 0.0011 88 0.6685 0.3079 3 0.0254 0.0009

11



W. Huang et al. Reliability Engineering and System Safety 214 (2021) 107779

q
141 132 o0 143 o4
) 19
16 15 A 17 148
142 143 URY 140 7 1%
13 ll' ¢
¢ 1) 30
128 136 R 139
123 120 R’ 2% L2 A
A7 e 5
; R 1 % The initial failed node under BA
g - 4 ol S # The initial failed node under TA
6107 103
10}103104 1 99

97 ¢
93 _/t).%
43
83 B e 0 / 89
86, :

7 9 o P
d ' R/ 6 6 2 5 ! 90
2 5 61 L
*’ 56°° 5 3 5 o 3
/ a7 4 &
q
38 z
3 32
2 4 28
> 2
S5
1 20N 22 23
N 17
b9 A 11 )
0 7 9
3 ! 5
1 8
Fig. 9. The distribution of failed nodes under DA, BA and TA.
1 . - - - - - - - - 09 T T r T T r T T T
W\ @s(7) 4D | | ——AD
09 +£ 08 o 3
0o cD g—8—=

08 . 107F |——pD e

\ ~ oo 5-TD ﬁ*j
o7t | = S0 o6t ©—SLD I ) i

\ ot o
o6l \¥ -0,5-/6( ) L 7 |
05t *— BN T Joat [F — 1
0af X O {ozf -
03 _ q02F 8

T e——8— ¥

02f Toat/) 1
o The number of attacked nodes , The number of attacked nodes

0 2 4 6 8 10 12 1 16 18 20 o 2 4 6 8 10 12 14 16 18 20

Fig. 10. Thegg(t)andug(t)under different traffic load distribution strategies based on DA.

1 T T T T T T T T T 08 T T T T T T T T T
09 I @ (1) ——2D | | —r
- & —#—BD |08 [ |_4 gp —E—%
co co
08 8 —00 107} [—«DD 1
07 . &—TD —=—TD }
A { ——s0| 156 | 48D A
o8t NS 1 |#e(r) Vel
R\ 05 7 P _
05 EANSY ]
! : 04} B P 1
04} ] -
03t /) 1
03 f 1 |
02t i S Jo2f 1
X
01t S N0 [ 1
. The number of attacked nodes . ~ The number of attacked nodes

0 2 4 6 8 10 12 14 16 18 20 o 2 4 6 8 10 12 14 16 18 20

Fig. 11. Thegg(t)andug(t)under different traffic load distribution strategies based on BA.

12



W. Huang et al.

Reliability Engineering and System Safety 214 (2021) 107779

|- g7

03

X

02

The number of attacked nodes

)

The number of attacked nodes

01

0 2 4 6 8 10 12 14

0 2 4 6 8

10 12 14 16 18 20

Fig. 12. Thegg(t)andug(t)under different traffic load distribution strategies based on TA.

For all the 6 traffic load distribution strategies, DD strategy is the worst.
When the number of attacked nodes is over 6,¢4(t) < 0.4, oryg(t) > 0.6,
the network is in a serious failure state.

After analyzing Fig. 12, we can obtain: (i) Under TA attack strategy,
with the increase of the attacked nodes, theg(t)under different traffic
assignment strategies decrease and tend to be stable gradually, and
theug(t)increase and tend to be stable generally. (ii) When the number
of attacked nodes is 2, the decline rate of theg(t)and the rising rate
ofyg(t)are particularly obvious. The vulnerability of RNDGT in Dalian is
lower under the multi-nodes cascading failures. (iii) The impacts of the 6
traffic load distribution strategies on network vulnerability are quite
different, SLD strategy is the best, which can significantly control the
impact of cascading failures on the neighbor nodes and reduce the
vulnerability of the network. (iv) For all the 6 traffic load distribution
strategies, DD strategy is the worst. When the number of attacked nodes
is over 8,p¢(t) < 0.4, orug(t) > 0.6, the network is in a serious failure
state.

As the conclusions, we find that: (i) From the attack strategy
perspective, TA strategy has the least damage to network vulnerability,
and DA strategy has the greatest damage to network vulnerability.
Therefore, we should pay more attention to the network vulnerability
under DA strategy, for safety management and emergency rescue, we
can increase network protection resources to reduce cascading failure
damage. (ii) From the traffic load distribution strategy perspective,
when the intentional attack occurred, SLD strategy should be firstly
selected under the descending attack strategy of DA, BA and TA. Among
the 6 traffic load distribution strategies, DD strategy is the worst, espe-
cially when the number of attacked nodes is more than 6.

7. Conclusion and further study work

In this paper, we analyze the vulnerability of road network for
dangerous goods transportation (RNDGT) under cascading failure
considering intentional attack. Most of previous cascading failure works
assume that there are three kinds of node states in the network including
normal state, pending state and failure state. The nodes in the failure
state are completely blocked without recovery ability in the simulation
time. We introduce the time characteristics of load distribution and node
recovery ability into the previous cascading failure models, subdivide
the state of failed node into normal state, partial failure state and
complete failure state. Most previous researches only discuss the
network performance under the average load distribution of traffic
volume. In this paper, we choose Average Distribution (AD), Between-
ness Distribution (BD), Capacity Distribution (CD), Degree Distribution
(DD), Tightness Distribution (TD) and Surplus Load Distribution (SLD)
to study the load re-distribution of failed nodes. In addition, we select
and compare the node attack strategies include Degree Attack (DA),
Betweenness Attack (BA) and Tightness Attack (TA), the nodes with
higher node degree, betweenness or compactness are selected to attack
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each time. By referring the application of cellular automata applied in
epidemic spreading field, we establish a new cascading failure model of
RNDGT, and explore the vulnerability of RNDGT under different
intentional node attack strategies and different traffic load distribution
strategies, the two parameters including improved maximum connec-
tivity and node failure rate based on node degree are applied to analyze
the vulnerability of RNDGT.

A case study is conducted by using the RNDGT and the transportation
volume of Dalian, China as the background. The previous M-L model is
applied as the comparison approach. M-L model uses the number of it-
erations to represent the time characteristics of network vulnerability,
the CA cascaded failure model can not only measure the degree of
network vulnerability, but also describe the time change trend of
vulnerability. When other parameters remain unchanged, vulnerability
increases with the increase of failure coefficient, and decreases with the
increase of node recovery rate. In particular, when the failure coefficient
exceeds a certain threshold, the increase of failure coefficient will no
longer reduce the network vulnerability. The model can identify the key
nodes of RNDGT in Dalian, therefore, in the process of network defense
resource allocation and security management, we should focus on pro-
tecting the nodes with high vulnerability. TA strategy has the least
impact on increasing network vulnerability, SLD strategy is the best to
reduce network vulnerability.

The works in the future include: (i) We set that the node in complete
failure state can be transformed into partial failure state after recovery,
we can discuss whether such node can be transformed into normal node
directly. (ii) In actual practice, when the nodes of the RNDGT fail, the
traffic load distribution speed in different intersections and edges is not
the same, in this paper we ignore the difference of load distribution
speed. (iii) We ignore the impact of different types of dangerous goods
on network vulnerability, we can consider the types of dangerous goods
into the vulnerability of RNDGT under cascading failure. (iv) There are
differences between epidemic spreading based cascading failure model
and cascading failure model of RNDGT, e.g., in the epidemic spreading
based cascading failure model, the virus can self-replicate and has a
certain latency, and its individual state change is more complex; (v) In
this paper, we assume that the demand of dangerous goods by road and
the traffic flows will remain unchanged in a short time after the attack
occurred. However, as a result of a major anthropogenic or natural event
occurring on the transport network, the dangerous goods transport de-
mand may be reduced or be postponed, the transportation demand of
dangerous goods might be elastic and the traffic flows are also reduced
during the disruption of a link of the network. Such situations can be
considered into the future study; (vi) In addition, the attacks might have
impact on the dangerous goods themselves, the derivative accidents
such as explosion and combustion of dangerous goods caused by the
intentional attack might happen, and other neighboring nodes/edges
might be affected by the damaged goods, such situations can also be
considered in the future work.
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