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a b s t r a c t 

In this paper, a color image steganography technique based on Finite Ridgelet Transform (FRT) and Dis- 

crete Wavelet Transform (DWT) is proposed. The FRT is applied on the cover color image to get Ridgelet 

coefficients of each color channel of cover color image and a single level DWT is applied to get different 

wavelet coefficients, which are further modified by encrypted channel values of secret color image to get 

stego color image. In the proposed method, Arnold scrambling is used to encrypt channels of secret color 

image. The proposed technique is tested for its effectiveness on various types of standard color images 

and the results showed improved imperceptibility of the stego image compared to the existing technique. 

Further, the embedding capacity of the proposed technique is high. 

© 2018 Elsevier Ltd. All rights reserved. 
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1. Introduction 

Since last few years, color images are used in many social me-

dia like Facebook, WhatsApp, and Instagram. These images are

transferred from one computer or network or server to another

using open networks such as the internet, wireless network etc.,

wherein they can undergo many manipulations and attacks [1–

4] . So a strong communication technique is required for secure

transmission of color images over any open access medium. Many

steganographic and watermarking techniques are presented in the

literature for this purpose. Since the year 20 0 0, researchers de-

veloped and implemented various techniques in spatial domain

and transform domains such as Discrete Cosine Transform (DCT),

Discrete Wavelet Transform (DWT), Singular Value Decomposition

(SVD) and so on [1–4] to hide binary logos/color images into the

color cover images [5–19] . 

Phadikar et al. (2007) [5] proposed wavelet transform based

blind watermarking technique for security of color images. In this

technique, binary logo is embedded into the wavelet subbands of

the Region of Interest (ROI) of the color image. Anitha and Pan-

dian (2010) [6] proposed Self-Organizing Feature Map (SOFM) Vec-

tor Quantizer (VQ) based watermarking technique for the secu-

rity of color images. In this technique, binary logo bits are in-

serted into the selected VQ encoded block of color image. Gun-

jal (2011) [7] proposed wavelet transform and Arnold scrambling

based blind watermarking technique for the security of color im-

ages. In this technique, first, the color image is converted in YUV
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olor space. Then third level HL subband coefficients of V chan-

el of color image are modified by the PN sequence according to

he scrambled watermark bits generated from Arnold scrambling.

ey et al. (2012) [8] proposed Discrete Wavelet Transform (DWT),

pread spectrum, and Harris corner detection based watermarking

echniques for security of color medical images. In this technique,

rst, Harris corner detection is applied to medical images to get

ts ROI. Then wavelet transform is applied to the Green channel of

OI of medical image to get wavelet coefficients. The HH subband

f Green channel of ROI of medical image is modified by the PN

equence according to the watermark bits to get the watermarked

olor medical image. 

Eswaraiah and Reddy (2012) [9] proposed DWT and Discrete

osine Transform (DCT) based watermarking technique for security

f color images. In this technique, first, a two-level DWT is applied

o blue channel of color image to get wavelet coefficients. The DCT

s applied to LH2 subband coefficients to get its DCT coefficients.

he DCT coefficients of blue channel of color image are modified

y DCT coefficients of binary logo. Gunjal and Mail [10] proposed

ingular Value Decomposition (SVD) and DWT based watermarking

echnique for security of color images. In this technique, first color

mage is converted into YUV color space. The scrambled watermark

its are inserted into singular values of third level HL subband co-

fficients of Y components using a gain factor. The scrambled wa-

ermark bits are generated using Arnold scrambling technique. Liu

t al. (2012) [11] proposed DWT based watermarking technique for

ecurity of color pathological sensed image. 

Nasir and Abdurrman (2013) [12] proposed a blind watermark-

ng technique using DWT for color image protection. In this tech-

ique, watermark bits are inserted by modifying two largest DWT

oefficients in non-overlapping blocks of subband coefficients such

s LH, HL, and HH of Y component or blue channel of color im-
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ge. Yan and Yang (2013) [13] proposed Hadamard Transform (HT)

nd DWT based watermarking technique for security of color im-

ges. In this technique, first, G channel values of color image are

artitioned into non-overlapping blocks. The HT is applied on it

o get its HT coefficients. The single level DWT is applied to DC

alues of HT coefficients to obtain different wavelet subbands. The

oefficients of LL subband are modified by encrypted watermark

its. The encrypted watermark bits are generated using XOR-based

ncryption method. ElGamal et al. (2013) [14] proposed DCT and

WT based blind watermarking technique for security of color im-

ges. In this technique, first, color image is converted into YUV

olor space. The Y component of image is partitioned into non-

verlapping blocks and DCT is applied on it to get its DCT coef-

cients. A single level DWT is applied on these DCT coefficients,

nd then LL wavelet subband coefficients are modified by two PN

equences according to watermark bits. 

Shi et al. (2014) [15] proposed Chebyshev chaotic map based

ncryption and SVD based blind watermarking technique for secu-

ity of color images. In this technique, first, Chebyshev chaotic map

ased encryption is applied to watermark bits to get encrypted

atermark bits. The singular values of encrypted watermark bits

re then inserted into the singular value of blue channel of color

mage to get watermarked color image. Deshmukh et al. (2014)

16] proposed Redundant DWT and DCT based blind watermarking

echnique for security of color images. In this technique, DCT co-

fficients of second level HH wavelet subband coefficients of blue

hannel of color image are modified according to watermark bits to

et watermarked color image. Rahman and Rabbi (2015) [17] pro-

osed DWT and SVD based watermarking technique for security

f color images. In this technique, singular values of HL subband

avelet coefficients of Red channel of color image are modified

y watermark bits to get watermarked color image. Shakunthala

t al. (2017) [18] proposed DWT, SVD, and Arnold scrambling based

atermarking technique for security of color images. In this tech-

ique, first, color image is converted into YCbCr color space. The

ingular values of 4th level HL subband wavelet coefficients of Cb

hannel of color image are modified by scrambled watermark bits

hich are generated using Arnold scrambling technique. Abraham

nd Paul (2017) [19] proposed spatial domain watermarking tech-

ique for security of color images. In this technique, first a color

mage is decomposed into R–G–B channel, and then each channel

s partitioned into non-overlapping blocks. A region for watermark

its embedding in the blocks of R channel is found using Simple

egion Image Detection (SRID) approach. Finally, watermark bits

re inserted into detected region of R channel of color image to

et watermarked color image. 

Many steganography techniques are also proposed and imple-

ented by researchers for insertion of secret color image into

he color cover image [20–28] . Chou and Wu (2003) [20] pro-

osed quantization based steganography technique for color im-

ge protection. In this technique, color cover image and secret

olor image are converted into YUV color space. The value of Y–

–V channel of secret color image is embedded into correspond-

ng channel of color cover image to get stego color image. Biswas

t al. (2011) gave comparison of different steganography techniques

21,43–45] such as Least Significant Bit (LSB) substitution, Visual

ryptography based technique, and Randomized LSB–MSB based

echniques for color images. Su et al. (2012) [22] proposed Schur

ecomposition based steganography technique for color image pro-

ection. In this technique, first color cover image is decomposed

nto R–G–B channels. Each channel of cover image is then parti-

ioned into 4 × 4 non-overlapping blocks and Schur decomposition

s applied to it to get U matrix value for each channel. The values

f U (2, 1) and U (3, 1) of U matrix of each channel of color cover

mage are modified according to the corresponding channel values

f encrypted secret color image to get stego color image. The en-
rypted secret color image is generated using hash permutation. Su

t al. (2013) [23] also proposed a two-level DCT based steganogra-

hy technique for color image protection. In this technique, color

over image is divided into R, G and B channels, and every chan-

el is divided into 8 × 8 blocks. The block-wise DCT is applied on

locks followed by second level DCT application on 4 × 4 upper left

ow frequency DCT coefficients. One secret bit is embedded into

C coefficients and seven secret bits are embedded into AC coef-

cients using binary logic operation. This process is repeated for

ach channel of cover color image for hiding the corresponding

its of each channel of the secret color image. Kumar and Anu-

adha (2014) [24] proposed DWT based steganography technique

or color image protection. In this technique, wavelet coefficients

f each channel of secret color image are inserted into wavelet co-

fficients of each corresponding channel of cover color image to

et stego color image. 

Vaishnavi and Subashini (2015) [25] proposed SVD based

teganography technique for color image protection. In this tech-

ique, singular values of each channel of cover color image are

odified by singular values of each corresponding channel of the

ncrypted secret color image, generated using Arnold scrambling

echnique. Rahman and Rabbi (2015) [26] proposed SVD and DWT

ased steganography technique for color image protection. In this

echnique, singular values of 4th level LL subband wavelet coeffi-

ients of each channel of cover color image are modified by singu-

ar values of each corresponding channel of secret color image. Fre-

tas et al. (2016) [27] proposed halftone based steganography tech-

ique for color image protection. In this technique, secret color im-

ge is inserted into halftone generated cover color image. Jia et al.

2017) [28] proposed DWT and QR decomposition based steganog-

aphy technique for color image protection. In this technique, the

over color image and secret color image are first decomposed into

, G, and B channels. DWT is then applied to cover color image to

et wavelet coefficients of each channel of cover color image. These

oefficients are divided into 4 × 4 non-overlapping blocks and then

R decomposition is applied on it to get R matrix. The R matri-

es of each channel of cover color image are modified by encrypt-

ng each channel values of secret color image. The encrypted secret

olor image is generated using Arnold transformation. The embed-

ing capacity of this technique is 0.03125. 

It is observed that all the above existing techniques are im-

lemented in the transform domain using various image process-

ng transforms such as DCT, DWT, and SVD for secret color image

rotection and have a limitation of less imperceptibility and less

mbedding capacity. This leaves a scope for development of novel

echniques for securing color images. In this paper, a novel hybrid

omain based color image steganography technique is proposed.

he steganography technique is based on Finite Ridgelet Transform

FRT) [29–36] , DWT and Arnold scrambling [28] . The logic behind

sing Finite Ridgelet Transform (FRT) in proposed technique is that

here are less steganography or watermarking techniques are pro-

osed using FRT for security of color images and improves the em-

edding capacity of steganography technique which is less in many

xisting techniques. The FRT also overcomes reconstruction limita-

ion of DWT. 

In the proposed technique, at first, cover color image is decom-

osed into its R, G, and B channels. Then FRT is applied on each

hannel of cover color image to get its ridgelet coefficients. Later,

ingle level DWT is applied on ridgelet coefficients to get different

avelet subbands like LL, LH, HL, and HH for each channel of cover

olor image. The secret color image is also decomposed into its R,

, and B channels. The Arnold scrambling is applied to each chan-

el to get encrypted channels of secret color image. Later, values

f LL subband coefficients of each channel of cover color image are

odified by corresponding values of each channel of encrypted se-

ret color image according to insertion factor. Finally, inverse single
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Fig. 1. Ridgelet coefficients of color image (a) original color image with size of 

256 × 256 pixels (b) its Ridgelet coefficients with size of 512 × 512 pixels. (For in- 

terpretation of the references to color in this figure legend, the reader is referred to 

the web version of this article.) 

Fig. 2. Wavelet coefficients of color image (a) single level DWT decomposition (b) 

wavelet coefficients of color image. (For interpretation of the references to color in 

this figure legend, the reader is referred to the web version of this article.) 

Fig. 3. (a) Hybrid coefficients of color image (wavelet coefficients of Ridgelet co- 

efficients) (b) approximation coefficients of hybrid coefficients of color image. (For 

interpretation of the references to color in this figure legend, the reader is referred 

to the web version of this article.) 

2

 

f  

q  

d  

t  

p  

a  

h  

s  

a

 

r  

c  
level DWT (IDWT) and inverse FRT are applied on modified coef-

ficients to get stego color image. The secret color image extraction

is performed using reverse process of watermark insertion. 

In the proposed technique, the reason behind using FRT combi-

nation with DWT is that it improves the embedding capacity when

compared to the techniques that uses only DWT [28] . When sin-

gle level DWT is applied to an image of size M × N, then it de-

composes image into its subbands with wavelet coefficients of size

M/2 × N/2. This indicates that the technique that uses one subband

of DWT can embed a watermark of maximum size as M/2 × N/2.

Thus, maximum embedding capacity of technique using DWT is 2

bits per pixel (bpp) for grayscale image as well as color image. On

the other hand if a single level FRT is applied to an image of size

M × N, it decomposes into ridgelet coefficients of size 2 M × 2 N.

Further application of single level DWT on these ridgelet coeffi-

cients results in M × N hybrid coefficients for watermark embed-

ding. Thus, maximum embedding capacity of proposed technique

using FRT–DWT is 8 bpp for grayscale image as well as for color

images, increasing the embedding capacity 4 times in the proposed

technique. Further with direct DWT, the sharp edges in the image

will be lost after data hiding. This introduces some loss in the qual-

ity of the stego image. This limitation can also be overcome by FRT

as it is good at reconstruction of sharp edges. 

The rest of the paper is organized as follows; in Section 2 , pre-

liminaries used in the design of the proposed technique are given.

Section 3 gives the proposed steganography technique, whereas re-

sults and discussions are given in Section 4 . Finally, the conclusions

of the paper are given in Section 5 . 

2. Preliminaries 

In this section, various image processing transforms used in the

design of proposed technique are given. 

2.1. Finite Ridgelet Transform (FRT) 

Donoho [29] introduced the Continuous Ridgelet Transform

(CRT) in 2001 as the orientation of 1D wavelet function by con-

stant lines and radial directions. ridgelet transform [30–33] has

proved its effectiveness over wavelets. The traditional wavelet

transform does not separate smooth information along with edges

in the images [33,34] . While wavelet transform represents an im-

age with point singularities, Ridgelet transform represents an im-

age with line singularities. The Finite Ridgelet Transform (FRT) in-

volves two steps: Calculation of Discrete Radon Transform (DRT)

followed by application of 1D wavelet transform. Discrete radon

transform is also calculated in two steps: Calculation of 2D Fast

Fourier Transform (FFT) followed by application of 1D Inverse Fast

Fourier Transform (IFFT) on each of the 32 radial directions of the

radon projection. The DRT represents the image as a set of pro-

jections of different angles in the projection space. For digital im-

ages, a projection is calculated by summarization of all data values

that lie within specified lines which are defined by finite geome-

try [35] . The implementation of ridgelet transform depends on the

implementation of radon and wavelet transforms [18] . The wavelet

transform [36] is applied on each output of radon projection. Fi-

nally, the wavelet transform is applied for effective segmentation

of point singularity in the Radon domain. Application of FRT on

color image involves decomposition of color image is into R, G,

and B channels. Then FRT is applied on each channel to get the

corresponding ridgelet coefficients. Fig. 1 shows the ridgelet trans-

form coefficients of the image. The main advantage of FRT is that

it decomposes any image of size M × N into its ridgelet transform

coefficients of size 2 M × 2 N. This property of FRT is used in the

proposed technique to improve embedding capacity of the tech-

nique. 
.2. Discrete Wavelet Transform (DWT) 

Discrete Wavelet Transform (DWT) transforms an image into its

requency coefficients. It uses multi resolution where different fre-

uency coefficients are analyzed. The advantage of DWT is that it

ecomposes an image into two types of coefficients: approxima-

ion wavelet coefficients and detail wavelet coefficients. The ap-

roximation wavelet coefficients are low frequency coefficients and

re denoted as LL subband, whereas detail wavelet coefficients are

igh frequency coefficients, and are denoted as LH, HL, and HH

ubband. Fig. 2 shows single level DWT decomposition of color im-

ge and its corresponding wavelet coefficients. 

In the proposed technique, single level DWT is applied on

idgelet coefficients of cover color image to obtain its hybrid coeffi-

ients (wavelet coefficients of ridgelet coefficients). Fig. 3 (a) shows
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(

he hybrid coefficients of color image. For secret color image em-

edding, approximation coefficients (LL subband) of hybrid coeffi-

ients of color image which is shown in Fig. 3 (b) are used. 

.3. Arnold scrambling 

In the proposed steganography technique, Arnold scrambling

28,37] is used to encrypt secret image before embedding it into

he cover color image so that attacker cannot extract information

f secret image from the stego color image. The resultant chaotic

mage is secure and cannot be extracted without the knowledge of

he scrambling algorithm and secure key. The 2D forward Arnold

crambling is defined by below equation. 

i ′ 
j ′ 

∣∣∣∣ = 

∣∣∣∣1 1 

1 2 

∣∣∣∣
∣∣∣∣ i 

j 

∣∣∣∣ mod N (1) 

here, i, j, i ′ , j ′ = {0, 1, 2… N −1}; i, j are the pixel coordinates

f the original space; i ’, j ’ are the pixel coordinates after iterative

omputation scrambling; N is the size of the secret image. The

riginal secret image is obtained back by inverse Arnold scram-

ling as follows: 

i 
j 

∣∣∣∣ = 

(∣∣∣∣ 2 −1 

−1 1 

∣∣∣∣
∣∣∣∣ i ′ 

j ′ 

∣∣∣∣ + 

∣∣∣∣N 

N 

∣∣∣∣
)

mod N (2) 

. Proposed steganography technique 

In this paper, a color image steganography based on FRT–DWT

omains is proposed, in order to make the steganography tech-

ique more imperceptible and to support more embedding capac-

ty. In this technique, Arnold scrambling is used to provide security

o secret color image before inserting it in the cover color image. 

The cover color image to be protected is first divided into R, G,

nd B channels. The FRT is then applied on each channel values to

et ridgelet coefficients of each channel of the cover color image.

ollowing the FRT is single level DWT, which results in a LL, HL,

H and HH subband wavelet coefficients. The LL subband wavelets

oefficients are modified according to scrambled secret color image

its and by using an Inserting Factor “IF”. A non-blind extraction

f secret color image is made possible in proposed technique by

sing reverse process of inserting process. The block diagram of

roposed embedding and extraction processes is given in Fig. 4 .

he steps involved in secret color image embedding and extraction

re given in the following subsections. 

.1. Secret color image embedding process 

A scrambled secret color image bit is embedded into FRT–DWT

f cover color image using hybrid coefficient values. The algorithm

or secret color image embedding is given below: 

Step 1. Decompose secret color image into R, G, and B channels.

Step 2. Apply Arnold scrambling on each channel of the se-

cret color image to generate scrambled secret color image

in terms of encrypted form. 

Step 3. Decompose cover color image into R, G, and B channels.

Step 4. Apply FRT on each channel of cover color image to get

ridgelet coefficients of each channel of cover color image. 

Step 5. Apply single level DWT on the ridgelet coefficients of

each channel to get different wavelet subbands: LL, LH, HL,

and HH. Choose the LL subband values for secret color image

embedding. 

Step 6. Embed each value of encrypted secret color image in LL

subband based on the following equations: 

ML L R = L L R + IF × E R 
ML L G = L L G + IF × E G 

ML L B = L L B + IF × E B (3) 

here, MLL R , MLL G , and MLL B are modified LL subband values of

ach channel of cover color image; LL R , LL G , and LL B is original LL

ubband values of each channel of cover color image; IF is insert-

ng Factor; E R , E G , and E B are encrypted values of each channel of

ecret color image. 

Step 7. Apply inverse single level DWT on modified LL subband

values with original LH, HL, and HH subband to get modi-

fied ridgelet coefficients of each channel of the cover color

image. 

Step 8. Apply inverse FRT on modified ridgelet coefficients to

get modified R–G–B channels of cover color image. 

Step 9. Perform image reconstruction on modified R–G–B chan-

nel to get a stego color image. 

.2. Secret color image extraction process 

In this technique, a scrambled secret color image is extracted

on-blindly using the original values of the LL subband of ridgelet

oefficients of cover color image and modified values of LL sub-

and of ridgelet coefficients of stego color image. The algorithm

or secret color image extraction is given below: 

Step 1. Decompose stego color image into R, G, and B channels.

Step 2. Apply FRT on each channel of stego color image to get

ridgelet coefficients. 

Step 3. Apply single level DWT on the ridgelet coefficients of

each channel to get different wavelet subbands: MLL, MLH,

MHL, and MHH. The MLL subband values are taken for secret

color image extraction. 

Step 4. Decompose cover color image into R, G, and B channel. 

Step 5. Apply FRT on each channel of cover color image to get

ridgelet coefficients of each channel of cover color image. 

Step 6. Apply single level DWT on the ridgelet coefficients of

each channel to get different wavelet subbands: LL, LH, HL,

and HH. Choose LL subband values for secret color image ex-

traction. 

Step 7. Extract the scrambled secret color image from stego

color image using the following equation: 

E E R = ( ML L R − L L R ) /IF 

E E G = ( ML L G − L L G ) /IF 

E E B = ( ML L B − L L B ) /IF (4) 

Where, MLL R , MLL G , and MLL B are LL subband values of each

hannel of stego color image; LL R , LL G , and LL B are original LL sub-

and values of each channel of cover color image; IF is inserting

actor; EE R , EE G , and EE B are extracted encrypted values of each

hannel of secret color image. 

Step 8. Apply inverse Arnold scrambling on each extracted

channel values of secret color image to get decrypted values

of each channel of secret color image. 

Step 9. Perform image reconstruction on decrypted R–G–B

channels of secret color image to get decrypted secret color

image. 

. Results and discussion 

The proposed technique is tested and analyzed on various stan-

ard color images such as Lena, Baboon, Barbara, Peppers, Gold-

ill, Boats and Airplane. These images are taken from The Univer-

ity of South Carolina SIPI Image Database [38] , where each im-

ge is of size 256 × 256 pixels with 24 bits. The cover color im-

ges are shown in Fig. 5 . A color logo is used as secret color image

256 × 256 pixels) and is shown in Fig. 5 (h). 
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Fig. 4. (a) Proposed Secret color image embedding process (b) proposed secret color image extraction process. 
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Fig. 5. (a) – (g) Test cover color images (h) secret color logo. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of 

this article.) 
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To embed secret color image, each cover color image is divided

nto R, G, and B channels. Then forward FRT is applied to individ-

al channel to get ridgelet transform coefficients of size 256 × 256.

he single level DWT is applied to ridgelet coefficients to obtain

L, LH, HL, and HH subband for each channel. The LL subband val-

es of each channel are chosen for secret color image embedding.

he scrambled secret color image is obtained by applying forward

rnold scrambling on each channel value of secret color image

ith size 256 × 256 pixels. Then scrambled secret color image is

mbedded into the LL subband of cover color image with Inserting

actor (IF). After getting modified LL subband, inverse single level

WT is applied to LL subband with unmodified LH, HL, and

H subbands to obtain modified ridgelet transform coefficients.

hen inverse FRT and image reconstruction are applied to these

odified ridgelet transform coefficients of each channel of cover

olor image to get stego color image. For extraction of secret color

mage from stego color image, first get LL subband of ridgelet

oefficients of each channel of stego color image. Then these

oefficients values of each channel of stego image are subtracted

rom corresponding original coefficient values of each channel of

over image, and then results are divided by Inserting Factor (IF)

o extract scrambled secret color image. Finally, inverse Arnold

crambling is applied on extracted scrambled watermark to get

ecrypted secret color image. 

.1. Performance measures 

A Peak Signal to Noise Ratio (PSNR) is used to measure imper-

eptibility between cover color image and stego color image using

q. (5 ). A PSNR depends on Mean Square Error (MSE) which is an

rror between the cover color image and stego color image. The

SE is calculated using Eq. (6 ). The PSNR is measured in dB; the

igher value of PSNR indicates more imperceptibility of the tech-

ique. 

 SNR = 10 × log 10 

(
255 

2 

MSE 

)
(5) 

MS E R = 

1 

M × N 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

( R (x, y ) − RS ( x, y ) ) 
2 
S E G = 

1 

M × N 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

( G (x, y ) − GS ( x, y ) ) 
2 

MS E B = 

1 

M × N 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

( B (x, y ) − BS ( x, y ) ) 
2 

MSE = 

M S E R + M S E G + M S E B 
3 

(6) 

Where, R is the red channel value of cover color image, G is the

reen channel value of cover color image, B is the blue channel val-

es of cover color image, RS is the red channel value of stego color

mage, GS is the green channel value of stego color image, and BS

s the blue channel values of stego color image. The similarity of

he secret color image is measured by Normalized Correlation (NC)

39] . 

The NC is calculated using Eq. (7 ). NC measures similarity be-

ween the original secret color image and decrypted secret color

mage. The performance of any steganography technique is high if

C value is near to 1. 

N C R = 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

S R (x, y ) × S ′ R (x, y ) 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

S 2 
R 
(x, y ) 

 C G = 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

S G (x, y ) × S ′ G (x, y ) 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

S 2 
G 
(x, y ) 

N C B = 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

S B (x, y ) × S ′ B (x, y ) 

M−1 ∑ 

x =0 

N−1 ∑ 

y =0 

S 2 
B 
(x, y ) 

NC = 

N C R + N C G + N C B 
3 

(7) 

Where, S R is red channel value of secret color image, S G is green

hannel value of secret color image, S B is blue channel value of se-

ret color image, S ′ is red channel value of decrypted secret color
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Fig. 6. (a) – (g) Stego color images using IF = 0.2. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.) 

Fig. 7. (a) – (g) Decrypted secret color images using IF = 0.2. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of 

this article.) 
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image, S ′ G is green channel value of decrypted secret color image,

and S ′ B is blue channel value of decrypted secret color image. 

4.2. Imperceptibility test 

To check the imperceptibility performance of the proposed

technique, the secret color image of Fig. 5 (h) is embedded in the

cover color images of Fig. 5 (a) to (g). Fig. 6 shows the set of resul-

tant stego color images after hiding the secret image into them.

Results indicate better visual quality. The decrypted secret color

images are shown in Fig. 7 . 

Fig. 8 shows histograms of original cover Lena image, stego Lena

image after inserting secret color image using the proposed tech-
ique, original secret color image and decrypted secret color image

sing proposed technique. Fig. 8 (a) and (b) are very close in shape

ndicating that the cover color image is less affected after inserting

ecret color image in it. 

In this technique, Inserting Factor (IF) is used for generation of

tego color image. Therefore, various IF values are used for genera-

ion of stego color image. The performance of proposed technique

s also verified using IF values such as 0.2, 2, and 4. The corre-

ponding PSNR and NC values for the proposed technique are tab-

lated in Table 1 . 

The PSNR values being high indicate that the stego image is not

oticeably degraded by embedding secret color image in it. The NC

alues between original secret color image and decrypted secret
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Fig. 8. Histogram of images using proposed steganography approach. (a) Histogram of original cover color lena image. (b) Histogram of stego lena image after inserting 

secret color image. (c) Histogram of original secret color image. (d) Histogram of decrypted secret color image. (For interpretation of the references to color in this figure 

legend, the reader is referred to the web version of this article.) 
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Table 1 

PSNR (dB) and NC values of stego color image and decrypted color image using 

different Inserting Factors (IF). 

Test Color Image PSNR (dB) NC 

IF = 0.2 IF = 2 IF = 4 IF = 0.2 IF = 2 IF = 4 

Lena 58.60 37.84 31.86 1 1 1 

Goldhill 59.07 38.21 32.23 1 1 1 

Peppers 58.92 38.13 32.15 1 1 1 

Boats 58.61 37.85 31.86 1 1 1 

Airplane 59.37 38.49 32.50 1 1 1 

Baboon 59.02 38.09 32.11 1 1 1 

Barbara 58.97 38.14 32.15 1 1 1 

a  

a  

d  

i

olor image are 1, indicating high quality of decrypted secret image

xtraction. 

.3. Robustness test 

In this section, several benchmark manipulations such as JPEG

ompression with various quality factors, additional noise (Gaus-

ian, Speckle, and Salt & Pepper), median filtering, mean filter-

ng, histogram equalization, rotation, cropping, sharping and mo-

ion blur are applied on stego color image to check the frag-

le nature of the proposed technique. The Normalized Correla-

ion (NC) values of extracted color secret images when manip-

lations are applied on stego color image are summarized in

able 2 . 

Referring the Table 2 , the NC values being close to ’0 ′ for all

he attacks, the proposed steganography technique has been found

ragile and hence can be used to find the data integrity check. The

ragility is mainly due to usage of ridgelet frequency coefficients
nd also the low frequency hybrid coefficients of cover color im-

ge for secret image embedding. The low frequency coefficients are

irectly corrupted when manipulations are applied on stego color

mage. 
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Table 2 

Fragility performance of the proposed technique for various image processing attacks at IF = 4. 

Type of Manipulations Lena (NC) Goldhill (NC) Peppers (NC) Boats (NC) Airplane (NC) Baboon (NC) Barbara (NC) 

JPEG compression (Q = 80) 0.0078 0.0 0 050 0.0 0 068 0.0 0 043 0.0017 0.0017 0.0016 

JPEG compression (Q = 70) 0.0075 0.0 0 016 0.0 0 029 0.0 0 0 03 0.0021 0.0020 0.0017 

JPEG compression (Q = 60) 0.0089 0.0 0 0 07 0.0 0 022 0.0 0 0 02 0.0023 0.0019 0.0019 

JPEG Compression (Q = 50) 0.0115 0.0 0 0 03 0.0 0 028 0.0 0 0 08 0.0022 0.0020 0.0018 

Gaussian Noise (Mean = 0, Variance = 0.001) 0.0108 0.0 0 035 0.0 0 053 0.0 0 023 0.0020 0.0018 0.0013 

Salt & Pepper Noise (Variance = 0.005) 0.0118 0.0 0 031 0.0 0 051 0.0 0 021 0.0019 0.0018 0.0015 

Speckle Noise (Variance = 0.005) 0.0114 0.0 0 028 0.0 0 047 0.0 0 024 0.0020 0.0016 0.0014 

Median filtering (3 × 3) 0.0128 0.0013 0.0015 0.0013 0.0010 0.0 0 024 0.0 0 014 

Average filtering (3 × 3) 0.0156 0.0014 0.0017 0.0014 0.0 0 08 0.0 0 0 02 0.0 0 047 

Histogram equalization 0.0068 0.0 0 084 0.0020 0.0016 0.0077 0.0036 0.0032 

Rotation (90 °) 0.0022 0.0 0 094 0.0016 0.0 0 088 0.0 0 07 0.0021 0.0028 

Cropping 0.0048 0.0 0 045 0.0 0 059 0.0 0 03 0.0017 0.0016 0.0013 

Sharping 0.0202 0.0011 0.0 0 080 0.0010 0.0028 0.0035 0.0034 

Motion blur 0.0 0 03 0.0021 0.0026 0.0022 0.0 0 0 06 0.0016 0.0019 
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Fig. 9. Computational time (in seconds) of the proposed steganography technique 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 10. Encrypted secret color image using private key k = 45. (For interpretation 

of the references to color in this figure legend, the reader is referred to the web 

version of this article.) 
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4.4. Computational complexity 

The computational complexity of steganography techniques is

usually measured in terms of secret image embedding and extrac-

tion processes time. The implementation of the proposed tech-

nique is done on the Laptop with 2 GHz core two duo processor

with 2GB physical memory using MATLAB 2014a software. In this

section, the computational time required for the secret image em-

bedding and extraction processes are calculated using cover Lena

image and IF = 0.2. The total computational time for embedding

process is 40.811 s and extraction process is 106.321 s, respectively.

The computational times of different processes involved are plotted

in Fig. 9 . 

It is to be noted that the steps of Arnold scrambling of secret

color image takes almost 90% of the whole computational time.

Therefore, the computational time of this step needs to be reduced

in future using advanced encryption algorithms and machine with

high processing speed and high physical memory in future work. 

4.5. Security analysis of proposed technique 

In this paper, in order to provide security of secret color im-

age, each channel of secret color image is encrypted by the Arnold

scrambling technique with private key k . When the channel value

of secret color image is extracted from the stego color image, im-

poster can’t get secret color image without the private key. Hence,
he proposed technique has high security. Fig. 10 shows encrypted

ecret color image generated using forward Arnold scrambling us-

ng private key k = 45 during inserting process. 

.6. Hiding capacity analysis of proposed technique 

The hiding capacity of steganography technique is defined the

umber of secret image bits inserted into the cover image and can
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Table 3 

Comparison of hiding capacity between various techniques. 

Steganography technique Secret color image length (in bits) Cover color image (in pixels) Embedding capacity (bits/pixels) 

Chou et al. (2003) [ 20 ] 128 × 128 × 24 512 × 512 × 3 0.50 0 0 0 

Su et al. (2012) [ 22 ] 32 × 32 × 24 512 × 512 × 3 0.03125 

Jia et al. (2017) [ 28 ] 32 × 32 × 24 512 × 512 × 3 0.03125 

Proposed 256 × 256 × 24 256 × 256 × 3 8 

Table 4 

Performance Comparison of Various Techniques. 

Test Images PSNR (dB) for stego color image 

Liu technique et al., 2017 [40] Hu technique et al., 2016 [41] Lin technique et al., 2015 [42] Proposed technique 

Lena 31.84 34.699 31.69 58.60 

Goldhill Not reported 35.493 Not reported 59.07 

Peppers 29.99 29.665 29.92 58.92 

Airplane 31.12 31.837 31.26 59.37 

Baboon 23.58 Not reported 23.61 59.02 

Average 29.13 32.92 29.12 58.99 

Table 5 

Comparison of proposed technique with existing techniques [22,25,26,28] with various features. 

Features Su technique 

(2012) [22] 

Vaishnavi technique 

(2015) [25] 

Rahman technique 

(2015) [26] 

Jia technique 

(2017) [28] 

Proposed 

technique 

Used embedding method SVD SVD DWT + SVD DWT + QR de- 

composition 

FRT + DWT 

Security provided to secret image before inserting Not provided Using Arnold 

scrambling 

Not provided Not provided Using 

Arnold 

scrambling 

Maximum PSNR (dB) 39.44 48.34 54.04 41.41 59.37 
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e calculated using below equation [39] : 

C = 

Sec ret _ Bits 

W × H × C 
(bpp) (8) 

here, HC is embedding capacity, Secret_Bits is total number of

its, W is the width of cover image, H is the height of cover im-

ge, C represents number of channels (3 for color image and 1 for

rayscale image), and bpp is bits per pixel. 

In this proposed technique, the total numbers of secret bits

re 1,572,864 bits (256 × 256 × 24) and width as well as height

f cover image is 256. Thus, embedding capacity of the proposed

echnique is calculated as: 

C(bpp) = 

1572864 

256 × 256 × 3 

= 8 (9) 

The hiding capacity of the proposed technique is compared

o the related existing techniques in Table 3 . Note that the pro-

osed technique has higher hiding capacity than other existing

echniques. This is because the proposed technique employs FRT

efore application of DWT on all channels of cover color image.

ecall that the FRT decomposes an image into twice its original

ize. 

.7. Comparison of proposed technique with existing techniques 

In Table 4 , the PSNR values of proposed technique are compared

ith some recent fragile steganography techniques developed for

olor image authentication. The comparison of techniques is per-

ormed by considering the same color images which are used in

he proposed technique. The comparison results show that the av-

rage PSNR values in Liu technique (2017) [40] is 29.13 dB, Hu tech-

ique (2016) [41] is 32.92 dB, Lin technique (2015) [42] is 29.12 dB

nd in the proposed technique, it is 58.99 dB. This indicates that

he proposed technique provides better imperceptibility to stego

olor image compared to existing steganography techniques. 
The proposed steganography technique is compared in respect

o various other features in Table 5 . The table indicates that the

erformance of proposed technique is far better in terms of im-

erceptibility of the stego color image. Further, some of the exist-

ng techniques do not encrypt the secret image before hiding. The

roposed technique provides better imperceptibility due to its high

SNR value, and high security to secret color image as is encrypted

y Arnold scrambling before it is hidden. 

. Conclusions 

In this paper, a steganography technique which is based on Fi-

ite Ridgelet Transform (FRT), Discrete Wavelet Transform (DWT),

nd Arnold scrambling is proposed for hiding the secret color im-

ge in the cover color image, for the purpose of either securing the

ecret image in a color image. This is the first paper that employed

he FRT to color images security. In this technique, the secret color

mage is encrypted by Arnold scrambling and then is inserted into

he color standard image to a get stego color image. The combina-

ion of these three approaches has improved the security of color

mages over a communication channel. This hybrid technique sat-

sfies all security requirements of color image transmission over a

ommunication channel by allowing high embedding capacity and

roviding high security to color images. The proposed technique is

ompared with the existing techniques with respect to various fea-

ures. It is found from the comparison that the proposed scheme

erforms better than the existing techniques in terms of impercep-

ibility and hiding capacity. 
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