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work of multi-agent systems only contains a directed spanning tree is considered. Subse-
quently, we conduct a precise analysis of frequency and duration of denial of service at-
tacks. Then, we regard the multi-agent system suffering from the invalid denial of service
attack as a multi-agent system with switching topology, and adopt the control method

ﬁmﬁim systems of dealing with the switching topology to reduce the impact of invalid denial of service
Event-triggered resilient control attacks on the multi-agent system. In addition, we propose a event-triggered resilient con-
Asynchronous denial-of-service attacks trol mechanism, which enables multi-agent systems to reach consensus at an exponentially
Directed topology convergent speed, and prevents multi-agent systems from Zeno behavior, thereby avoiding

continuous communication between agents. A simulation example is given to verify the
correctness of the theoretical analysis.

© 2021 Elsevier Inc. All rights reserved.

1. Introduction

In the past few decades, the consensus problem of networked multi-agent systems (MASs) has a wide range of applica-
tion scenarios, such as cooperative flight of aircraft [1], search and rescue of multi robots [2] and so on. Networked MASs are
known for its low maintenance costs and high flexibility[3]. Although there are many advantages of using network MASs,
MASs are more vulnerable to cyber attacks, which may cause system instability or malfunction [4]. In MASs, there are
two different attack scenarios for cyber attacks, namely attack dynamic behavior and attack communication network [5]. In
reality, the research on attacking communication network is more extensive. The methods of attacking communication net-
work can be divided into deception attacks and denial-of-service (DoS) attacks [6]. Deception attacks destroy the integrity
of information through illegal intrusion into information systems and malicious tampering of data [7]. DoS attacks prevent
information exchange by attacking the communication networks or terminal nodes [8]. In practice, it is more common to
study the latter. It should be pointed out that MASs with complex communication topology face more risks from DoS at-
tacks [9]. Therefore, how to control the input of MASs under DoS attacks and make MASs reach consensus has become a
key issue in the operation of MASs. This problem has aroused the research interest of many researchers. For example, in
[10], DoS attack frequency and attack time ratio are introduced to characterize the features of DoS attacks and two types
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of novel distributed nonlinear fixed-time observers are, respectively, developed to counter connectivity-maintained/broken
attacks in [11].

In addition, since the implementation of traditional communication strategies requires a continuous communication pro-
cess [12], with the expansion of the system scale and the increase in system complexity, the use of traditional commu-
nication strategies inevitably leads to a large amount of information transmission. However, in many practical networked
MASs, the bandwidth of the communication network will be limited [12]. As we all know, the event-triggered control (ETC)
method can save network bandwidth resources while ensuring network control performance [14]. Therefore, the ETC mech-
anism has become an important means to reduce energy consumption and signal transmission frequency [15]. From then
on, a large number of researchers have begun to study the ETC mechanism to reduce communication burden [1,12,16-21].
A distributed dynamic ETC mechanism was proposed in [21], which extends the communication topology from undirected
graph to directed graph. In order to save network bandwidth resources, a hybrid event-triggered strategy associated with an
improved threshold function was proposed in [22].

Therefore, how to reduce the communication burden of MASs subject to DoS attacks has attracted the attention of re-
searchers when designing a feedback control loop [13]. In [23], researchers studied the event-triggered resilient control
problem of MASs subject to energy-limited periodic DoS attacks. Event-triggered consensus problem of linear MASs in-
terfered by periodic DoS attacks was studied in [24]. Note that the aforementioned papers assume that MASs encounter
periodic DoS attacks. However, DoS attacks with an active varying period may be more common. Then, DoS attacks with an
active varying period began to receive attention. In [25], distributed secure average consensus problem of linear MASs with
event-based samplings was studied. Xu et al. [5] designed a novel ETC protocol based on the estimated relative state. In
[26], the researchers designed a distributed secure consensus controller with a dual-terminal ETC mechanism to solve the
problem of lack of precise calculation of control input during the attack. In [27], the author studied heterogeneous linear
MASs with communication delays and proposed a new distributed resilient control method for it. Resilient event-triggered
consensus control for nonlinear MASs was investigated in [28]. In [6], frequency and duration of DoS attacks attacking
leaderless and leader-following MASs were accurately analyzed. However, in [5,23,25-28], the information interaction topol-
ogy of MASs is undirected and the communication channels (information transmission channels among agents) and control
channels (information transmission channels from controller to actuator) are simultaneously attacked or only one type of
information channel is attacked. Note that in many practical situations, DoS attacks between communication channels and
control channels may not be synchronized, which brings new challenges to stability analysis.

Inspired by the above analysis, under the ETC mechanism, we consider the consensus problem of MASs when MASs is
attacked by asynchronous DoS attacks, and MASs has a general directed graph. In addition, we propose a event-triggered
resilient control mechanism, which enables MASs to reach consensus at an exponentially convergent speed, and prevents
multi-agent system from Zeno behavior, thereby avoiding continuous communication between agents. In addition, consid-
ering that although DoS attacks effectively prevent transmission of information on the attacked channel between agents,
the communication topology between agents still contains a directed spanning tree. We call this situation ineffective DoS
attacks, otherwise it is called effective DoS attacks. Taking into account the impact of the aforementioned ineffective DoS
attacks, we put forward a more general assumption for the above situation to limit frequency and duration of DoS attacks.
Since the communication topology in this article is restricted from connected undirected graph to directed graph contain-
ing directed spanning trees, and considering that the system may suffer from multi-channel asynchronous DoS attacks, the
proof of the final convergence of consensus errors and the exclusion of the Zeno behavior are more difficult than before.
This article has the following three innovations.

(1) This paper reduces the restrictions on the communication topology of MASs and relaxes the communication topology of
MASs from undirected connected graph to directed graph including a spanning tree.

(2) This article considers that DoS attacks asynchronously prevent the transmission of information in the communication
channel and control channel. In addition, this article reduces the Attack duration and frequency of DoS attacks. Only by
limiting the frequency and duration of effective DoS attacks, MAS can achieve consensus.

(3) The event-triggered communication mechanism is applied to the design of the distributed controller of MASs under
asynchronous DoS attacks. In addition, under conditions in Theorem 1, MASs under DoS attacks can achieve consensus
at an exponentially convergent speed and event triggered controllers of all agents do not have Zeno behavior.

Notations: R™" and R" denote the set of m x n real matrices and n x 1 column vectors. R™ denotes the positive constant
set. Let 1y denotes the N x 1 column vector of all ones. The superscript T means the transpose for real matrices. We denote
a block-diagonal matrix with ¢; on its diagonal by diag(cy, ¢, ..., cn). Let || - || denote the Euclidean norm for vectors and the
induced 2-norm for matrices. Let ® denote the Kronecker product. Let num{eig(#(t))} denote the number of eigenvalues of
the Laplacian matrix .Z(t) equal to zero. Let Amax(X) and A, (X) denote the non-zero maximum eigenvalue and non-zero
minimum eigenvalue of X, respectively. Let L £ {Z(t) | t € ['C[0,t)} refer to the set of all possible Laplacian matrices .Z(t)
for all t € I'C[0,t). Let Apin(L) and Amax(L) denote the non-zero minimum and non-zero maximum of eigenvalues of all
Laplacian matrices .#(t) in the set L, respectively. Let .# denote the Laplacian matrix .#(t) when there is no dos attacks.
Let ¢ denote the directed graph ¢ (t) when there is no dos attacks. Let & denote the set of corresponding edge ¢ (t) when
there is no dos attacks. Let 1T =[ry, 15, ..., 7y] € RN be the left eigenvector of .# associated with zero eigenvalue, satisfying
TT]N =1.
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2. Preliminaries and problem description
2.1. Graph theory

We represent time-varying interaction topology among agents in MASs with time-varying directed graphs ¢ (t) =
(v, e(t), #(t)) where ¥ =1,2,...N is the node set containing all agents in MASs. &(t) € {(i, j)|i, j € v,i# j} is the set of
corresponding edge at time t. Edge (i, j) € (t) implies that agent j can receive information from agent i at time t. A directed
path from agent i to agent j is a sequence of ordered edges of the form (i, i), (ix, ix_1), .., (i1, j), where {iy,...,i;} S v.
If there is a node in the node set, and there are directed paths from this node to every other node, we call this node
the root node. If there is a root node in the node set, we say that this directed graph contains a directed spanning tree.
The adjacency matrix ./ (t) = [a;;(t)] € RN*N associated with the directed graph ¢ (t) is defined by a;;(t) =0, a;j(t) > 0 if
(J. 1) € €(t) and q;;(t) = 0 otherwise. The Laplacian matrix . (t) = [I;;(t)] € RN*N is defined as I;;(t) = — Z’}’:l#i a;j(t) and
lij(€) = a;;(8), 1 # J.

Assumption 1. (A, B) is stabilizable.
Assumption 2. The directed graph ¢ contains a directed spanning tree.

Lemma 1. [29] Based on Assumptions 2, the Laplacian matrix . associated with directed graph ¢ has exactly one zero eigenvalue
and all nonzero eigenvalues are located in the open right left plane.

2.2. Denial-of-service attacks

This paper considers DoS attacks asynchronously destroy the information transmission in communication channels and
control channels. If duration and frequency of DoS attacks are unlimited, the entire system may become unstable. From the
perspective of energy limitation, attackers need to enter sleeping area after the attack to provide energy for the next attack.
Therefore, this paper assumes that attackers cannot constantly attack the communication network in an active varying pe-
riod due to limited energy. It is worth noting that, since the communication topology of MASs has a recovery mechanism
with internal repair capabilities, it can be restored to the original topology after DoS attacks end [30].

In the case of DoS attacks attacking communication channels of MASs, Define E,((”J) = [h}j, h}j + ‘(,ij ) as the attack interval
of the attacker’s kth attacking edge (i, j). h;j represents start instant of the kth DoS attacks attacking edge (i, j). h;{f + r,if
represents end time instant of the kth DoS attacks attacking edge (i, j). The length of the kth DoS attacks on edge (i, j) is 1',? .
The set of time periods during which edge (i, j) is blocked by DoS attacks in time period [t;, t;) is defined as Hg'])[tl, t) =
[t1.t2) N Ur2q El(("’). The set of time periods in which at least one edge is attacked by DoS attacks in time period [t{,t;)

is defined as Ilp[t;,t) :=[t1,.6) U H(Di’j)[tl, t;). Under DoS attacks, the Laplacian matrix . will be changed. So, we
(i,j)ee
define the following set
M9[t1,t) = {t € [, ) | mumieig(L(t))) = 1), 1)
V[t1,t5) = Mp[t1, t) \ TTP[ty, t2),

where ITY[ty, t,) and I1P[t;, t,) respectively represent the time period during which communication channels are subject to
effective DoS attacks and ineffective DoS attacks in the time period [t, t3). ‘

In the case of DoS attacks attacking control channels, Define Dj = [k}, hj + 7;) as the attack interval of the attacker’s kth
attacking control channel of agent i. h; represent start instant of the kth DoS attacks attacking on control channel of agent
i. h + 7, represent end time instant of the kth DoS attacks attacking on control channel of agent i. The length of the ith
DoS attacks on control channel of agent i is 7. The set of time periods during which the kth control channel is blocked by
DoS attacks in time period [t1,t;) is defined as Zj[t1, t2) = [t1, &2) N U2 D}, The set of time periods in which at least one

control channel is attacked by DoS attacks in time period [t,t;) is defined as Xp[t1, ;) 1= [t1, ) N U Zg[tl, t;). Then, we

1lev
describe the union of time intervals during which at least one channel is subject to effective DoS attacks. The following two
sets are constructed.

rv[o,t) = $p[0,t) | J11V[0.t), T€[0.t) =[0.t) \TV[0,1). (2)
I'Y[0,t) and I'[0, t) respectively represent the union of subintervals when there are effective DoS attacks and when there

are no effective DoS attacks in [0, t). In addition, both I'Y[0, t) and I"°[0, t) are mutually disjoint.

Assumption 3. [31] (Attack Duration): There exist constants T > 1 and ¢ > 0 such that the attack duration % satisfies

-t
T

where | T'V[t;, t,) | represents the Lebesgue measure of I'V[ty, ty).

| TV[t1 ) |< ¢+ Vi, >t >0,

3
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Fig. 1. Framework of MASs.

Assumption 4. [31] (Attack Frequency): There exist constants v > 0 and 7p > 0 such that the attack frequency Q—D satisfies

th —t
|MWQH§U+3?Jn Vi > t; >0,
D

where | n[t;, t;) | denotes the number of the effective DoS attacks occurring in the time interval [tq, t5).

Remark 1. Note that [5] assumes that assumptions of attack duration and frequency are satisfied for each edge (i, j) € &(t).
However, when the communication network among agents also contains a directed spanning tree when DoS attacks attack
communication channels, DoS attacks are ineffective. In particular, if attackers continuously attack the fixed side of commu-
nication channels and the communication network among agents also contains a directed spanning tree, the assumptions
in [5] cannot be satisfied, while the Assumptions 3 and 4 in our article can be satisfied. Therefore, Assumptions 3 and 4 in
our article are more general than assumptions about DoS attacks in [5].

Remark 2. In this paper, all networked information transmission channels may be covered by DoS attacks. Attackers attack
one or more information transmission channels at different times with different attack durations. Asynchrony is reflected in
the measurement and control channels will be affected by DoS separately, i.e. h;f £ hz, rlif £th i,j,h=1,2,...,N.

Remark 3. When the communication network between agents is subject to ineffective DoS attacks, the communication
topology between agents changes. Switched topology is a kind of hybrid topologies that own the switching property|[32], so
we use the method of switching topology to deal with the situation where the communication network between agents is
subject to ineffective DoS attacks.

2.3. Problem formulation

Consider the MASs consisting of N agents as shown in Fig. 1. Communication channels and control channels are all
networked. MASs are subject to asynchronous DoS attacks. The dynamics of the ith agent described by
Xi(t) = Ax;(t) +Bu;(t), i=1,2,...,N, (3)
where A € R™" and B € R™™ are given constant matrices. x; € R™*! is the state of the ith agent, u;(t) € R"™<! denotes the
control input of the ith agent.

3. Main result

In order to reduce the information transmission of the communication network, we designed a sensor system with an
ETC mechanism to determine the information transmission from the sensor to the controller. We define measurement error
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of agent i as
ei(t)z)?i(t)fx,-(t), i=1,2,...,N, (4)

where &;(t) £ eA([’tli)x,-(t;;) and x,-(t}{) represents the state of ith agent when the last ETC mechanism update at time t.
The distributed event triggered controller is designed as

Ui () = —cK YN a(O[R(0) — &5, telt.t )nTC0,1)
e 0, telt t;;ﬂ)mFU[O,t)

k>

(5)

where K € R™" is feedback gain matrices, c is coupling strength. Inspired by [6], in order to ensure that there is no Zeno
behavior in any of event triggers, we apply a hybrid event triggered method to determine the time when the event trigger
of agent i

tfiJ =0, tli<+l = t;< + 77;<+1’ (6)
where nj ., £ max{#] b’} is the interevent interval, b' is a positive scalar to be determined, and 9], is denoted as
ob,, =inflt—th [t eT0, ) At >tinflei®)]l - illZ(®)]| >0 }, (7)

where Z;(t) 2 Z?Ll a;; (£)[%;(t) — X;j(t)]. Parameter ; is a positive constant selected according to Theorem 1.

Remark 4. Note that the controller will only be updated after successfully sending its control channel information. When
the control channel is not subject to DoS attacks, the controller uses the data transmitted by the event trigger to update
through the rules of (5). When the control channel suffers DoS attacks, unlike [33], because the control channel fails to
transmit data, the controller has no data to update. Since the controller cannot be updated in time, the input of the con-
troller may be too different from the input actually needed, and eventually the MASs cannot reach consensus. So when the
control channel is attacked by DoS attacks, we set the control signal to zero before the next control channel successfully
transmits information.

Remark 5. «; is a parameter. If «; is smaller, the convergence speed of MASs will be faster, and frequent information trans-
mission is required. Otherwise, the convergence speed will slow down, but the frequency of information transmission will
decrease. So the appropriate parameter k; can be selected according to actual needs to optimize the performance of MASs.

Putting (5) into (3) result in

(Iy ® A+ c2(t) ® BK)x(t) -
x(t) = +(cz(t) ® BK)e(t), t e[ty t;,,) N0, t) (8)
(Iv ® A)x(1), t e (G ty,) NTV0,0)
where x(t) = [x](0). ..., xN(OI, e®) =[el (). ..., el O]
Let rT(t) = [r1(t), ..., Tn(t)] € R1*N be the left eigenvector of £ (t) associated with zero eigenvalue, satisfying rT(t)1y = 1.
We introduce a disagreement vector
8(t) =x(t) — AN (1) @ [)x(t) = (M ® Ip)x(t), (9)

where M 2 Iy — 1577 (t) and § € RN™N satisfies (rT(t) ® [n)8 = 0. Let Y(t) € RN*N-D W (t) e RN-DxN T(t) € RN and up-
per triangular matrix A(t) e RN-DxN-1) "gych that

_ Sy | TR | 1 _ _10 0
T =[lv YOLT(®)= [W(t) TTO2OTO=]O=5 Al
where diagonal entries of upper triangular matrix A (t) e RN-Dx(N-1) are nonzero eigenvalues of .£(t). Thus, .£(t) has the
following properties
ZLOOM(E) = M) Z2(t) = 2(t). (10)
Similar to [34], Based on (8)-(10), we have

. (In®@A+c2(t) ® BK)§(t)
5(t) = { +(cZ(t) ® BK)e(t), teltht,,,)Nro,t) (11)
(Iy®A)S (), telt,ti,)NIY0,t)

According to Assumption 1, similar to [35], there exists a symmetric positive definite matrix P € R™" that makes the
following inequality true.

PA + AP — 2PBB'P + pq1, < 0, (12)

where p; > 0. p; can take any positive number. By using the matlab toolbox, we can find the matrix P. Then, we will
prove that the fully distributed event-triggered controller (5) can ensure that MASs (3) under DoS attacks achieve consensus
exponentially and the Zeno behavior can be avoided under some reasonable assumptions.

5
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Theorem 1. Consider the MASs (3) satisfying Assumption 1 and communication topology of the MASs (3) satisfying Assumption
2. If duration % and frequency J—D of DoS attacks satisfy following condition
1 d __X

= , 13
T+‘L’D_X+,LL (13)

where x =a;p1Azk(P). ag € (0,1), MZW. Then, under the secure control scheme (5) with K= —BTP
min
and ¢ > m and the triggered sequence determined by (6)-(7) with K?zmioh, where  smax = max;s; €

© (1-a1)?p?

" (1-a1)2p3+4k3cy
sensus with exponential convergence speed under DoS attacks that satisfy Assumptions 3 and 4, and there is no Zeno behavior in
the event triggers of all agents.

), ko £ ||PBK]||, ¢; = A2, (L). a1, oy and o are constant with oy +ay = o < 1, MASs (3) can reach con-

Proof. Step 1 (Two intervals classification) Note that the time period when there is no effective DoS attacks and the time pe-

riod when there is effective DoS attacks are interleaved, so we write the above two as t [h’ﬁn, h§n+1) and t [h§n+], h;mz),

n € N, respectively. In actual operation scenarios, there is a time lag in the process of attack detection. We record the max-
imum time lag that may exist in this process as d. Thus, the maximum time interval when condition (7) does not hold for
the n + 1th time can be expressed as

Yn = [M3ns1 = d 3nsn)- (14)

Therefore, the time interval [t1,t;) can also be expressed as the union of the following two sub-intervals.
MVt t) = ) (YU Wn Tt ) = [0, 6) \ TV, ). (15)
n=1

The set of effective DoS attacks that consider the maximum time lag has the following relationship with the set of
effective DoS attacks in (2) that does not consider the maximum time lag.

| TVt ) |<| TVt t) | + | nltr, ) | d. (16)

From Assumptions 3 and 4, we can deduce that

~ thp —t
| Fu[tl?tz) |§ S-*"F 2T 17 (17)
where ¢, :=¢ +vd and T, := d;’i‘). Step 2 (Stability analysis) We choose the Lyapunov function as the following form
V(t) =8T(t)(I, @ P)8(t). (18)

Case I (t e I'C[0, t)): Along with (11), the derivative of V(t) with respect to t is presented as
V()= 8(t)"[Iy® (ATP + PA) + c(£(t) ® PBK + .7 (t) ® KTBTP)] (t)

+3(D)Tc(2(t) ® PBK + £7(t) ® KTBTP)Je(t). (19)
In light of K = —BTP and ¢ > %(ﬂ% introducing the state transformation 8(t) 2 (T(t) ® I)8(t), we have
S(t) Iy ® c(£(t) ® PBK + T (t) ® K'BTP)]5(t) (20)

< —8()"[Iy ® 2PBB™PJ8(t).

Due to .Z(t) =T(t)J(t)T~1(t), we can get Z(t)®PBK = (T(t)J(t) ® PBK)(T~1(t) ®1I,). Due to xTy < (0/2)xTx+
(1/20)y"y, let xT = §(t)T(T(t)J(t) ® PBK), y = (T~1(t) ® I)e(t), we can obtain that

ST (2 () ® PBK)e(t) < (0/2)8(®) (T (t)J(t) ® PBK)(T(1)](t) ® PBK)TS(t)
+(1/20)e(O" (T () @ )T (t) ® In)e(0),

where o is a positive constant. Define §(t) 2 (T(t)T ® I,)8(t) and &(t) 2 (T~1(t) ® In)e(t). ko 2 |[PBK||, due to [[J(t)|2 = c;.
we can obtain that

8(t)T(J(t) ® PBK)(J(t) ® PBK)T8(t) < k2c18(t)"8(t).
Then we can get

8(OT(2(t) ® PBK)e(t) < (0/2)k3ci8()T8(t) + (1/20)é(t)Té(t).
Similarly,

ST (LT (t) @ K'BTP)e(t) < (0/2)k2c18(t)T8(t) + (1/20)é(t)Té(t).
So we can get

3(OT[((t) ® PBK + 27 (t) @ K'BTP)e(t) < ok3cid(6)T8(t) + Let)Te(r). (21)

6
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Since PA + ATP — 2PBBTP + p4I; < 0, substituting (20)-(21) into (19) result in
V)= —pi8@©T8(t) + cok3aid (DTS () + Sé(n)Te(t), (22)

where [[60)]| < [T-1(¢) @ Llllle@®) ]| < lle®) | and [|5©)]| < [T~1(©) @ Ll[I8®)] < 18] is used with [|T-1(t) ® In]| = 1. Let
2(t) = [25(t), ..., ZR(O]T with Z;(t) £ Z’}’zl a;; (D[R (t) — &;(t)] and e;(t) = &;(t) — x;(t), we have

Izl =12 @®) W) +e®]] = [lz(t) + (£ () ® e®)| (23)
<zl + (2@ @ L)e® | < 1z + Amax (L) le(®)]].

where z(t) £ Y1, a;;(0)[x;(t) — x;(0)].
By (10), (Z(t)T.2(t) < A2.4(2)(6)M2(t) holds, which implies

lz))2  =xTO[LT) @ L) (L) ® In)]x(t) = xT (O [(2(t))T2(t) @ I ]x
< A2 (D) (OXKTOTME) M) ® L Jx () < A2, (D) 12

Combining (23) with (24) yields [|2(t)|| < Amax(L) (I8 + [le®)|]). Since |le;(t)|| < «;l|Z;(t)|| (Proof in the Step 3), it

(24)

follows from «? = m that for smax = max;s;, |le(t)||? < % < smax (JI8()||2 + |le(t)]|2), which leads to |le(t)||? <
w. Choose smax in Theorem 1, then we have

V(t) < —p18(©)T8(t) + coklei8 (T8 () + ——%__§1)'8(t),  t e [0, ¢). (25)

0
0(1 = Smax)
Choose k; and a; according to Theorem 1, o = %, (25) becomes
1k

V() < —xV(t), tel€0,1). (26)
Case II (t € T'U[0,t)): Along with (11), the derivative of V (t) with respect to t is presented as

V(t) =8(t)"[Iy ® (ATP + PA)18(t). (27)

Choose w according to Theorem 1, (27) becomes
V) <uV(t) teTY[0,t). (28)

From the above analysis, we combine the above two cases, the following relationship exists.

G —xV (), teTq0,t),
V(t)‘{ uv(t), t eTY[0,1). (29)

It follows from (29) that

* 7x(t7h*") % *
vip< i ytae T T e e ) (30)
V(h2n+1)e mil, te [h2n+l’ h2n+2)'
If t € [h3,, h3,,,),n €N, then
V() <V(hs e xEh) =V (hs, )-e xEhaw
<V, , Yer s, —hs, 1) e=x (t=h3,) — v(hs, , )~ et —h3, 1) g=x (t=h3,) 31
< [V(h3,_,)e X Man1=han2) Jer (e =hz D e=x (t=h5) < (31)
< V(0)e~xT10.0en10.0)
Ift e[h3,, .05, ,),neN, then
V(i) < V(h§n+1 )e“(f*him) < V(h;n)e*X(hﬁnﬂ*hﬁn)eﬂ(f*hinﬂ) <... 39
<V (0)e~xT10.0enl[0.0) (32)
Note that
rYlo,t) | JTC[0. ) =[0.t], TU[0.t)(\ [0, 1) = .
Then we have
V(t) < V(0)e x-TU0.0)enlV0.0) <y (0)e-xtexX+mIVI0.0) (33)
Substituting (17) into (33) result in
V() <V(0)e xtex+tmti) <y (0)exte+ms. e +)1 (34)

<V(0)e~ A= elx+ms.
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(a) Laplacian matrix L (b) Laplacian matrices L1

Fig. 2. Laplacian matrices of the communication graph.

From (13),we have that n = x — 4% > 0. Therefore
V(t) <V(0)e MeX+1)s. (35)

So MASs (3) can achieve consensus exponentially.
Step 3 (Excluding Zeno behavior) Inspired by Feng and Hu [6], the interevent interval of the ith event trigger in t

(t",t;;ﬂ] is determined by ﬁ,iH or bi. We use Q(t) and Q,(t) to represent event triggers whose interevent interval is

determined by ﬁliﬂ and b, respectively. Then, Q;(t) UQy(t) = {v} and Q;(t) N Q,(t) =@. To ensure |le;(t)] < «;[|Z;(t)]| in
(7), one can choose that for oy + oy = < 1

N
S lle®l? <o Y 2O <o Y 12O (36)
ieQ (t) ieQ (t) i=1

N
S le®l e Y 2O <0 Y 12O (37)
icQ, (t) icQ, (1) i=1

For event triggers in Qq(t), a sufficient condition of inequality (36) is |le;(t)|| < «;||Z;(t)| with /cl.z < orq. Next, for event

triggers in Qa(t), a sufficient condition of inequality (37) is Jle;(t)[I2 < XN R 1I2:(0)]I? < %HS(QHZ for all i e Qo ().

Let h = % Then |le;(t)]|2 < h||8(t)||%. If m; denotes a lower bound for the evolution time of |le;(t)||/||8(t)|| from 0

to +/h, for event triggers in Q,(t), We can find that t,'; 1= t;; + m; is a sufficient condition to ensure (37). In order to prove
that there is a positive interevent interval, we can estimate ||e;(t)]/]|8(®)]l,

dlea®l __d®a0  Jlea®Is'©50) _I1&Ol  le®l 18O (38)
de [l lle@ I3l @12 “ N8I NIs@I 8@l
Since é;(t) = Ae;(t) + cBK Z;V:l li @) (ej () +x;(t)), it gets

8O~ 8@l SO " (M)

By using (39) and [le(t)]| = /XL, lle; (012 < VNRIS©)|, (d/de)(lle;@)[)/SI8O)1) < az(lle; )11/ (I8(®)]]) + az, where
ay = 2||A|| + cAmax (L)||BK|| (1 + +/Nh) + cN||BK|| and a3 = cN||BK||/Amin (M). Thus, the evolution time of ||e;(t)||/[|8(t)|| from
0 to +h has a lower bound greater than zero. We use z to represent this lower bound. For event triggers in Q,(t),
we choose the interevent time m; < @ to ensure that (37) holds. In summary, we can conclude that all event triggers
(6) can ensure that condition (7) is established. Let ¢ = (Amax(P)/Amin (P))eX+1)s«. Hence, through (35), it has ||§(¢)||% <
@e Mt||§(0)||2. Therefore, we get the conclusion that MASs can achieve secure consensus with exponential convergence
speed. So we get that secure consensus is realized at the speed of exponential convergence. In addition, ||§(t)[|2 =0 as
t — +oo. Thus, lim;_ 4o X () = Z?’:] 1;(t)x;(t). The proof of Theorem 1 is completed. O

4. Example

The purpose of this section is to verify the effectiveness of the proposed secure control mechanism through a numerical
example. Consider a MASs consisting of 5 agents described by (2), where A=1[0.2,1;0,-2] and B = [5;5]. (A, B) is sta-
bilizable. The original communication topology between agents is a directed graph containing a directed spanning tree as

8
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Event-triggered instants of agents

DoS Attacks

Fig. 3. Sequence of DoS attacks.

Event-triggered instants of agents Event-triggered instants of agents

agent 5 - agent 5
agent4 - . . . agent 4
agent3 - agent 3
agent2 - agent 2

agent 1 - agent 1

0 0
0 1 2 3 4 5 6 0 1 2 3 4 5 6

(a) Triggering times under ETC mechanis- (b) Triggering times under ETC mechanis-
m (6)-(7) m in [6]

Fig. 4. Triggering times under two ETC mechanisms.

shown in Fig. 2(a). Fig. 2(b) shows the communication topology after ineffective DoS attacks on the communication topology
between agents. The Laplacian matrices L of the original communication topology . is:

1 -1 0 0 0 0 0 O 0 O
-1 2 -1 0 O -1 1 0 0 O
L=(-1 O 1 0 Oof,I1=(-1 0 1 0 o0
o -1 -1 2 0 0 0 -1 1 0
0 0 0o -1 1 o 0 o0 -1 1

where L1 refers to the Laplacian matrices when MASs is under ineffective DoS attacks.
The initial states of five agents are given as follows:

o[- oo -]

where each state is randomly chosen.
The feedback gain matrix K can be calculated as

p_ [ 0.2485  —0.1002

01002 0.1581]1&[—0.7414 —0.2892]_

The coupling strength ¢ can be calculated according to Theorem 1 as ¢ = 1.0001. Attack duration and attack frequency
are (1/T) =1/20 and(1/tp) = 2.5 satisfying (13). The parameters «; are selected as k; =0.1,i=1,2,...,5. we choose the
parameter d = 0.02.

The attack strategy of DoS attacks is shown in Fig. 3, where black bar graph represents effective DoS attacks, green bar
graph represents d and blue bar graph represents ineffective DoS attacks. The width of the black bar graph represents the

9
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statet statet

x(t)
o
o
|
|

X(

0 05 1 15 2 25 3 35 4 45 5 0 05 1 15 2 25 3 35 4 45 5
tls ts

(a) State trajectory under ETC mechanism (b) State trajectory under ETC mechanism
(6)-(7) in [6]

Fig. 5. The first component of state trajectories for five agents.

state2 state2

o 05 1 15 2 25 3 35 4 45 5 25 3 35 4 45 5
tls tls

(a) State trajectory under ETC mechanism (b) State trajectory under ETC mechanism
(6)-(7) in [6]

Fig. 6. The second component of state trajectories of five agents.

duration of effective DoS attacks. The width of the green bar graph represents the duration of the maximum time lag. The
width of the blue bar graph represents the duration of ineffective DoS attacks. It should be noted that Theorem 1 of this
paper only limits the attack duration and attack frequency of effective DoS attacks. Therefore, compared with [6], the greater
the proportion of ineffective DoS attacks, the better the control effect that can be obtained by using the event-triggered
control mechanism proposed in this paper.

Fig. 4 illustrates Triggering times under ETC mechanism (6)-(7) and ETC mechanism in [6]. Fig. 5 shows the first compo-
nent of state trajectories for five agents under ETC mechanism (6)-(7) and ETC mechanism in [6]. Fig. 6 shows the second
component of state trajectories for five agents under ETC mechanism (6)-(7) and ETC mechanism in [6]. It can be seen from
Figs. 5 to 6 that under the same initial parameters, using the event-triggered control mechanism proposed in this article can
achieve better convergence results than using the event-triggered control mechanism in [6]. In addition, when the comuni-
cation topology of MASs includes a spanning tree, the condition of the theorem 3 in reference [6] is not satisfied, but the
theorem 1 proposed in this paper is satisfied. Therefore, the theorem proposed in our paper has a wider application range.

5. Conclusion

In this paper, we investigated event-triggered resilient control for general linear MASs subject to asynchronous DoS at-
tacks. Compared with the existing results of ETC for MASs under DoS attack, this paper reduces the restrictions on the
communication topology of MASs and relaxes the communication topology of MASs from undirected connected graph to
directed graph including a spanning tree. Secondly, this article innovatively uses the method of switching topology to deal
with the ineffective DoS attacks suffered by MASs. Only by limiting the frequency and duration of effective DoS attacks,
MASs can achieve consistency. Finally, this article considers the existence of asynchronous DoS attacks in MASs. The syn-
chronous DoS attack in the previous literature is a special case of this article. In the future work, the developed method
will be extended to more complicated situations, for instance, MASs with the Tagaki-Sugeno fuzzy model [36], discrete-time
MASs [37], MASs with quantization [38].
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